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Abstract: Cloud computing enables highly scalable services to be easily 

consumed over the Internet on an as-needed basis .Users may not know the 

machines which actually process and host their data in a cloud environment. 

Users  also start  worrying  about  losing  control  of  their  own  data  because 

the data processed on clouds are often outsourced, leading to a number of issues 

related to accountability, including the handling of personally identifiable 

information. Such fears are becoming a significant barrier to wider adoption of 

cloud services. To address this problem, already a novel highly decentralized 

information accountability framework was proposed to keep track of the actual 

usage of the user's data in the cloud using the JAR programmable capabilities to 

both create a dynamic and traveling object, and to ensure that any access to 

users’ data will trigger authentication and automated logging local to the JARs. 

But is faces a deployment issue, so we create a web based interface for logging 

that strength ends the archive and also there is no need for any kind of 

deployment. The proposed methodology will also take concern of the JAR file by 

converting the JAR into Obfuscated code which will add an additional layer of 

security to the infrastructure.  

Keywords— Cloud Computing, Data sharing, Accountability, Security 
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1. Introduction 

Cloud computing is the use of 

computing resources (hardware and 

software) that are delivered as a 

service over a network (typically the 

Internet). The name comes from the 

use of a cloud-shaped symbol as an 

abstraction for the complex 

infrastructure it contains in system 

diagrams. Cloud computing entrusts 

remote services with a user's data, 

software and computation. The below 

Fig.1.shows that overview of cloud 

computing. Cloud computing 

presents a new way to supplement 

the current consumption and  

delivery model for IT services based 

on the Internet, by providing for 

dynamically scalable and often 

virtualized resources as a service 

over the Internet.  

 
Fig 1: Overview of cloud 

computing. 

The architectural service layers of 

cloud computing are: 

 Software as a Service (SaaS): 

This service is a Software 

deployment model whereby a 

provider licenses an application to 

customers for use as a service on 

demand.  

Examples:  
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 Google app’s,  

 Salesforce.com,  

 Social networks. 

 Platform as a Service (PaaS): 

Optimized IT and developer tools 

offered through Platform as a 

Service (PaaS) for Database and 

Testing Environments.  

Examples:  

 MS-Azure,  

    Operating 

systems,  

    Infrastructure 

scaling. 

 Infrastructure as a Service 

(IaaS): On-demand, highly 

scalable Computing, Storage and 

Hosting Services.  

 

 

Examples:  

 Mainframes,  

 Storage. 

 

Cloud computing as fast growing 

technology provides many scalable 

services. It moves the user’s data to 

the centralized large data centers, 

where the management of the data 

and services may not be fully 

trustworthy. Users may not know the 

machines which actually process and 

host their data in a cloud environment. 

Users also start worrying about losing 

control of their own data. The data 

processed on clouds are often 

outsourced, leading to a number of 

issues related to accountability, 

including the handling of personally 

identifiable information. Such fears are 

becoming a significant to the wide 

adoption of cloud services [1]. It is 

essential to provide an effective 

mechanism for users to monitor the 

usage of their data in the cloud. For 

example, users need to be able to 

ensure that their data are handled 

according to the service level 

agreements made at the time they 

sign on for services in the cloud. 

 
Fig 2: Cloud Computing Services. 

The above Fig.2.shows that cloud 

computing services. There is a number 

of notable commercial and individual 

cloud computing services, like 

Amazon, Google, Microsoft, Yahoo, 

and Sales force [2]. 

1 Existing  Problem Statement 

The use of Conventional access control 

approaches developed for closed 

domains such as databases and 

operating systems, or approaches 

using a centralized server in 

distributed environments, are not 

suitable due to two reasons. 

 First, data handling can be 

outsourced by the direct cloud 

service provider (CSP) to other 

entities in the cloud and theses 

entities can also delegate the 

tasks to others, and so on. 

 Second, entities are allowed to 

join and leave the cloud in a 

flexible manner. 

As a result, data handling in the 

cloud goes through a complex and 

dynamic hierarchical service chain 

which does not exist in conventional 

environments [6]. 

In one existing system the user’s 

private data are sent to the cloud in an 
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encrypted form, and the processing is 

done on the encrypted data. The 

output of the processing is de-

obfuscated by the privacy manager to 

reveal the correct result [9] [7]. 

However, the privacy manager 

provides only limited features in that 

it does not guarantee protection once 

the data are being disclosed. 

 In another existing system an 

agent based system specific to grid 

computing, distributed jobs, along 

with the resource consumption at local 

machines are tracked by static 

software agents.  But it is mainly 

focused on resource consumption and 

on tracking of sub-jobs processed at 

multiple computing nodes, rather than 

access control. Drawbacks from 

Existing System given below: 

 The conventional access control 

approach must require any 

dedicated authentication and 

storage systems. 

 The user cannot have the 

information regarding usage or 

access of data by other users. 

 It does not guarantee once the 

data is de-obfuscated and 

disclosed. 

 Requires third-party services to 

complete the monitoring and 

focuses on lower level 

monitoring of system 

resources. 

 

 

2. Proposed Model 

 
Fig 3: Overview of the cloud 

information accountability 

framework. 

 

A novel automatic and enforceable 

logging mechanism in the cloud is 

proposed [8]. This is the first time that 

a systematic approach is being used 

for data accountability through the 

novel usage of ARCHIVE files. This 

proposed system also supports a 

variety of security policies like 

indexing policy for text files that are 

shared in a cloud which work on the 

accountability framework.  The 

proposed methodology will also take 

concern of the JAR file by converting 

the JAR into Obfuscated [12] code 

which will adds an additional layer of 

security to the infrastructure. The 

overall CIA framework, combining 

data, users, logger and harmonizer 

is sketched in fig.3.shows that 

Overview of the cloud information 

accountability framework. Data Flow 

for Framework structure. 

Advantages of Proposed System given 

below: 
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 It provides end-to-end 

accountability in a highly 

distributed fashion. 

 It combines aspects of access 

control, usage control and 

authentication. 

 The data owner can get the 

access and usage information 

with the help of access control 

policies and logging policies. 

 Using this framework we have 

efficiency and scalability. 

 

 

3.INFORMATION 

ACCOUNTABILITY IN THE CLOUD  

 

The Cloud Information 

Accountability framework pro-

posed in this work  conducts 

automated logging and distributed 

auditing of relevant access 

performed by any entity, carried out 

at any point of time at any cloud 

service provider. 

 

3.1 Algorithm of Log Retrieval for 

Push and Pull modes 

 

Pushing or pulling strategies have 

interesting trade-offs. The pushing 

strategy is benef i c ia l  when there 

are a large number of accesses to 

the data within a short period of 

time. The pull strategy is most 

needed when the data owner 

suspects some misuse of his data; 

the pull mode allows him to monitor 

the usage of his content 

immediately. Supporting both 

pushing and pulling modes helps 

protect from some nontrivial 

attacks. The algorithm presents 

logging and   synchronization steps 

with the harmonizer. The logs 

retrieval algorithm for the Push and 

Pull modes: 

Require: Size: maximum size of log 

file specified by the data owner. 

Time: maximum time allowed 

elapsing before the log file is 

dumped. Tbeg: time’s tramp at which 

the last dump occurred. Log: current 

log file. Pull: indicates whether a 

command from the data owner is 

received. 

 

Log Retrieval for Push and Pull 

modes: 

 

1: Let TS(NTP) be the network time 

protocol timestamp 

2: Pull=0 

3: Rec:=(UID,OID,AccessType,Resul

t,Time,Loc) 

4: Curtime:=TS(NTP) 

5: Lsize:= sizeof(log)//current size 

of log 

6: If((cutimetbeg)<time)&&(lsize<si

ze)&&(pull==0) then 

7: Log:=log+ENCRYPT(rec)//ENCRY

PT is he encryption function used 

to encrypt the record 

8: PING to CJAR//send a PING to 

the harmonizer to ceck if it is 

alive 

9: If PING-CJAR then 

10: PUSH RS(rec)//write the error 

correcting bits 

11: else 

12: EXIT(1)//error if no PING is 

received 

13: end if 

14: end if 

15: if((cutimetbeg)>time)||(lsize>=s

ize)&&(pull!=0) then 

16: //Check if PING is received 

17: If PING-CJAR then 

18: PUSH log //write te log file to the 

harmonizer 

19: RS(log):=NULL //reset the error 

correction records 

20: tbeg:=TS(NTP) //reset the tbeg 

variable 

21: pull:=0 

22: else 

23: EXIT(1) //error if no ping is 

received 

24: end if 

25: end if 

  

3.2 Algorithm of  Data Access 

Control 
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In this the users are two types 

 Client 

 Owner(administrator) 

First we need to identify whether the 

user is normal user or the 

administrator. If the user is admin 

then the information is extracted by 

using key ‘wid’ and this key provides 

the admin with the rights to modified 

the data after that he can archive the 

file by using ‘ar’ command. Finally he 

saves the archive file to base. 

 

Generation for Data Access Control: 

1: Verify User type 

2: If User=Owner 

3: Then 

Extract User Identification key 

“wid” 

Get content or data ‘d’ from 

owner ‘w’ 

Get user right ‘r’ 

Get Access control rule ‘a’ 

Create an archive ‘ar’ 

Ar=e(IBE){r,a}ue{wid} 

Save archive to base 

4: End 

 

3.3 Algorithm of Data Logger 

 

Logger is used to maintain all the 

users’ information. The information 

can be stored in local machine or 

server. If a particular user’s 

information has to be accesses, then 

the Server checks or verifies whether 

the user having the access rights. If he 

has the rights then the user can access 

the data and can add the events. 

Finally the log details will be sent to 

the server. 

 

 

Automated Logger for Data: 

 

1: Get User Access Information 

Server 

2: Get User Information local 

machine 

3: If (usre.info=user. Access) 

4: Then  

 Provide Access to Data 

 Add Events to the Logger  

5: End 

6: If Finished 

7: Then  

Send log details to server 

Clear log information from 

the local machine 

8: End 

 

 

3.4 Tools Used For Implementing 

Cloud 

 

In the proposed model we are using 

the following tools: 

 

3.4.1 Eucalyptus Cloud 

 

The Eucalyptus [10] Cloud platform is 

open source software for building 

AWS-compatible private and hybrid 

clouds. Eucalyptus supports Amazon 

Web Services EC2 and S3 interfaces. It 

pools together existing virtualized 

infrastructure to create cloud 

resources for compute, network and 

storage.  

3.4.2 Amazon EC2 

Amazon Elastic Compute Cloud (EC2) 

is a central part of Amazon.com's 

cloud computing platform, Amazon 

Web Services (AWS). EC2 allows users 

to rent virtual computers on which to 

run their own Computer Applications. 

They are designed for control and 

management of VM instances, EBS 

volumes and security groups and 

should work well with EC2 and 

Eucalyptus. 

4. CONCLUSION 

 

The proposed innovative approach 

provides automatic logging for any 

data access in the cloud together with 

an auditing mechanism. It enables the 

data owner to audit the copies of his 

data without his knowledge. The Main 

goal of our paper is ensure 

accountability for data sharing in cloud 

with access control, usage control and 

authentication without JRE deployment 
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issues [5]. The proposed methodology 

will also take concern of the JAR file by 

converting the JAR in to Obfuscated 

[12] code which will adds an additional 

layer of security to the infrastructure. 
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