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Abstract: Many safety early persons are based on hard mathematical questions using hard Ai problems
for safety is coming out of as a getting worked up new example, but has been underexplored. In this
paper, we present a new safety low in development based on hard Ai questions, namely, a new family of
graphical password systems made on top of Captcha technology, which we name Captcha as graphical
secret words, see bad side is both a Captcha and a graphical password outline, see bad side addresses a
number of safety problems completely, such as connected making uncertain statement attacks, relay
attacks, and, if has at need with dual-view technologies, shoulder-surfing attacks, of interest, a see bad
side password can be discovered only probabilistically by automatic connected saying opinion attacks
even if the password is in the look for group, see bad side also offers a fiction story move near to house
the well-known image hotspot hard question in pleasing to all graphical password systems, such as
PassPoints, that often leads to weak password selections, see bad side is not an answer for all ills and
troubles, but it offers reasonable safety and usableness and appears to go into well with some useful
applications for getting (making) better connected safety.
I INTRODUCTION
A short account of clear outlines giving an idea
of that a password or passphrase is a secret
word/phrase, line of persons in a work, or some
form of effecting on one another note or signal
that is used for authentication; to make certain
making-out or profit way in to a resource/place.
In this way, in a nutshell, a password is a Basic
way of way in control to grant or say no to way
in and come to a decision about the size, range,
degree or level of authority, in some cases.
Other means of User authentication join: welldressed card or other things like money;
fingerprint, retinal image, {iris & retinal say
what a thing is and tendency designs}; Voice
and of the face form, design; password or PIN. It
is note-worthy that, despite important movesforward in graphic-based moves near, password
remains the most common means of
authentication. The word purgatory, in the

makes sense clearer of this paper, is the sign of a
very small amount place, position that is of full
of danger, complex and/or uncommon trouble.
The safety of a system that is kept safe (out of
danger) using passwords depends on several
causes producing an effect. Among these is the
need for the overall system to be designed for
sound safety, with system of care for trade
against virus’s eavesdroppers and similar being,
saying violent behaviour. Physical safety against
being, saying violent behaviour like take on
oneself surfing viewing part camera and
keyboard sniffers should also be taken care of
password should also be selected such that they
are hard to uncertainly have in mind and also
hard for an attacker to discover using any of the
ready (to be used) automatic attack designs. It is
now common experience for the computer to put
out of the way passwords as they are being typed
as a measure against on lookers reading the
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passwords. Since this experience may lead to
errors and conditions making things hard,
thereby encouraging users to select weak
passwords experts are now of the view that the
system should be designed such that Users have
the thing for which selection is made to play or
amusement or put out of the way the passwords
as they are being typed. Password power is a
measure of how effective is a password in
resisting making uncertain statement and bruteforce attacks; it is a purpose, use of length being
complex and unpredictability.
The measure of carelessness connected with the
use of passwords is surprising. however, studies
have made clear that most of the problems
connected with the users care-free point of view
in respect of password use have a great amount
to do with much-sided of passwords used by a
person . Experience has made clear that actionbound internet users could have over 60
passwords and pins for different applications
and help; of these, those with the best memories
might not be able to memorize up to 25%. In this
way, the resultant problems join place for
storing, password length and thing in place of
natural one. As an outcome, in order to comfort
the brain of more than the right amount weight,
special force, password users go to for help to
points of view that are unfriendly to the safety of
the passwords and, by addition made, safety of
the system they were designed to keep safe (out
of danger). These not points of view join:
writing all passwords in a day-book; using the
same password for all applications; having a
relation with the password to the one application
e.g., using the room number and position-takers
first letters of a name as way in to the office
door; using very simple forms such as
12121212, 12345678, or 1a2b3c4d; pasting
passwords on the wall, board or computer, and
so on. The safety danger connected with these

practices is stretched wide, as a work-room
showed that 50% of users wrote their password
down.
The much-sided of passwords has produced the
hard question of password place for storing. This
has given go higher to many software
applications designed to help password
managers of a business. These are as a group
called small folders for keeping money, papers
in pocket and are in two different ranges. The
first is a username/password repository; an
encrypted text record kept in ones computer that
holds information which one needs to record
into ones different accounts. The most important
of these is put stitches (in a hole)! It has a
password generator that can make up password
for different applications and lets one to move
ones password into the application or net of an
insect place that one is using. It lets one to have
in mind only one password instead of a great
number of. Similar applications are password
Safe and Q. small folder for keeping money,
papers in pocket, both for windows.
SelznickPassWallet provides similar workings
on the Macintosh and Palm OS. Seemingly, no
similar product has existence for UNIX or
LINUX.
II ISSUES RELATING TO PASSWORD
SECURITY
With the recent attacks on Twitter late last week
the issue of protection and privacy has risen to
the forefront. While only 2,50,000 users were
affected by the recent security attacks a drop in
the ocean since the site has roughly 200 million
active users protecting your social media
accounts is vital if you don t want them falling
into the wrong hands. However simple measures
like passwords are things that we don’t put much
thought into. How many of us have one or two
general passwords that we use for all our
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accounts or the same four digit PIN for our
phone and accounts. Just thinking about it only
makes you realise how much trouble you would
be in, if this actually came to pass. It’s always
better to be safe than sorry so now s the perfect
time to reconsider how you protect your
accounts.
By right you should have a unique password for
every site you have signed up to. However the
mind can only retain so many things so
realistically the more sites you re signed up to
the more likely you are going to rely on the
same, few passwords to access them. If you list
out all the different social media sites email
addresses, e commerce sites, Amazon, eBay etc
and apps that you have signed up to chances are
that unless you have been very selective you
have signed up to a large number of them. We
would guess that the average person has roughly
20 accounts altogether including redundant or
inactive accounts. That s a lot of sites and a lot
of ways for someone to access your account
information, if they discovered any of your
passwords, what you don’t want to happen is a
domino effect where cracking one account
means that you can access all of them. What you
do want is enough variety so that if one account
does get hacked there are enough measures in
place so that your other accounts are safe. Make
sure that s the minimum you are aiming for
when you are putting together an effective
password Protection. All protection begins with
the simple password a staple of all our accounts.
While most of us have a go to password when
we sign up for a new service there are some
ground rules to follow, if you want to reduce the
chances of someone accessing your profiles. It
doesn’t eliminate the threat entirely but it will
help lessen it considerably. The Longer the
Better Most sites require passwords to be six
characters or more before they are accepted but

really the longer you can make it the better
longer passwords take more time to crack so
think about ways to lengthen it by combining
words or characters that you can remember. You
should even try using your favourite quote or
phrase from a movie TV show or book you like
so that it will be easier to remember. It is
recommended that your password should be
more than 12 characters 16 preferably to lessen
the chances of it being cracked.
To Keep Characters varied, whatever your
password is using only the one type of
characters isn’t good practice so don’t resort to
just letters use capitals numbers punctuation and
symbols to strengthen, it so that it is harder to
crack. A good example to look at, Apple and its
user accounts each user’s password requires one
capital letter and one number minimum so that
all passwords are strong. It is a good idea to
incorporate rules like this for all your passwords
and make it harder for a person or machine to
correctly guess it. Add Complex Passwords
while it is perfectly fine to settle for a four digit
PIN, there are better ways of keeping your
Smartphone safe. For iOS users you can change
it so that it requires a more complex password to
access your phone. If you go into settings then
general you will see password lock, here you can
turn off simple pass code allowing you to enter
in a more complex password. Android users
have a more varied pick to choose from
alongside the four digit pin you can select a nine
point unlock system password and face unlock
system to keep your device secure. Check Your
Password s Strength. If you have come up with a
few password suggestions why not test them out
and see just how strong they are, there are a
number of sites which lets you do this but one of
the best is howsecureismypassword.net. The title
is rather self explanatory and it will tell you just
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how long it will take for a desktop PC to crack
your password.
III RELATED WORK
Typically a user is authenticated based on one
of the three underlying principles what you
know e.g. textual or graphical passwords what
you are e.g., retina, iris, voice and fingerprint
scans and what you have e.g. smart cards or
other tokens. The passwords that fall under the
category of what you know can be divided into
textual passwords and graphical passwords 24
29 31 45. In this study we focus particularly on
the textual passwords and their security simply
because they are still the most common method
for authentication. More than 30 years ago
Morris and Thompson identified textual
passwords as a weak point in information system
s security. They found out that majority of users
passwords 87 of them were short contained only
lowercase letters or digits or were easily found
in dictionaries. Because the use of passwords
has always been and continues to be one of the
most common control mechanisms for
authenticating
users
of
computerized
information systems, it was expected that Morris
and Thompson would have raised the awareness
of system users about the consequences of how
they choose their passwords. However despite
the widespread use of passwords and their
importance.
With the nearby attacks on sound of Twitter
late
last
week
the question
under
discussion of system of care for trade and right
not to be public has gotten up to the leading
position while only 250000 users were acted. On
by the nearby safety attacks a drop in the sea
since the building land has roughly 200 million
action bound Users safe-keeping your social
thing by which something is done accounts is
full of force.

If you don’t need them falling into the wrong
hands,
however simple measures like secret
words are things that we don t put much thought
into how many of us have one or two general
secret words that we use for all our accounts or
the same four any number 0 to 9 PIN for our
telephone and accounts. Just having thoughts
about it only makes you make into fact how
much trouble you would be in if this actually
came to way It’s always better to be safe then
regrets so knows the error less time to again take
into account, how you keep safe (out of danger )
your accounts.
By right you should have a nothing like it
password for every building land you have
signed up to how ever the mind can only make
payment before work so many things so
seemingly the more sites you resigned up to the
more likely you are going to be dependent
on the same few secret words to way in them. If
you list out the entire different social thing by
which something is done done sites email
addresses. E businesses sites Amazon, E bay and
so on and uses that you have signed up to
chances are that signed up to a greatly sized
number of them. We would uncertainly have in
mind that the mean person has roughly 20
accounts completely including redundant or
doing nothing accounts. That’s a great amount
of sites and a great amount of ways for someone
to way to in your account information, if they
discovered any of your secret words. What you
don’t need to come about is a domino effect
where cracking one account means that you can
way in all of them.
What you do need is enough do need is enough
range so that if one account does get made short,
dry cough there are enough measures in place so
that your other accounts are safe. Make safe
that’s the least possible or recorded you. Re
pointing for when you are putting together a
working well password system of care for trade
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begins with the simple password a staple of all
our accounts. While most of us have a new
public organization there are some get on to land
rules to move after if you need to get changed to
other from the chance of someone making way
in your face seen from the side. It doesn’t put
out waste (from body) the sign of danger
entirely but it will help lessen it considerably.
The longer the better most
sites have
need
of secret words to be persons in a worker more
before they are taken but really the longer you
can make it the better longer secret
words take more time to crack so have in mind
that about ways to make longer it by putting
together words or persons in a work that you
can have in mind, you should even attempt using
your person loved say or group of words from a
motion picture television make clear to or book
you like so that it will be more comfortable to
have in mind. It’s recommended that your
password should be more than 12 letters 16
rightly to be approved to lessen the chances of it
being cracked.
Keep persons in a work full of changes
whatever your password is using only the one
sort of letters isn’t good experience so don’t go
to for help to just letters use chief towns
numbers stops put in writing and special signs to
have more it so that it is harder to crack. A good
example to look at is Apple and its user
accounts. Each user’s password has need of one
by death letter and one number least possible or
recorded so that all secret words are strong.
It s a good idea to make into company rules like
this for all your secret words and make it harder

for a correctly uncertainly have in mind it join
complex secret words while it is error less all
right to come to agreement for a four any
number 0 to 9 PIN there are better ways of
keeping your computer-helped telephone safe
for los users you can change it is 0 that it has
need of a more complex password to way in
your telephone. If you go into gold frames then
general you will see password lock.
Here you can turn off simple pass code letting
you to move into in a more complex password.
Android users have a more full of changes the
best to select from near to the four any number 0
to 9 pin you can select a nine point unlock
system password and face unlock system to keep
your apparatus safe check your passwords
power. If you have come up with a few
password suggestions why not test them out and
see just how strong they are, there are a number
of sites which lets you do this but one of the best
is howsecureismypassword.net. The sign of
position is rather self explanatory and it will say
to you just how long it will take for a table top
PC to crack your password.
IV
PROPOSAL
SOLUTION

FOR

A

SUGGESTED

We propose and examine the usability and
security of Cued Click Points (CCP), a cuedrecall graphical countersign technique. Users
click on one purpose per image for a sequence of
pictures. Successive image relies on the previous
click-point. We tend to gift the results of an
initial user study that unconcealed positive
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results. Performance was superb in terms of
speed, accuracy, and range of errors. Users most
well-liked CCP to Pass Points, locution that
choosing and basic cognitive process only
purpose per image was easier, which seeing
every image triggered their memory of wherever
the corresponding purpose was set. We tend to
conjointly counsel that CCP provides bigger
security than Pass Points as a result of the
amount of pictures will increase the work for
attackers.

Our method of protection against online
password-guessing attacks and related denial-ofservice attacks, the owner and the users granted
administrative privileges are referred to as
administrators. Only the owner registers with the
application provider other user accounts are
created by administrators using a Web interface.
Each user logs in with three credentials rather
than the usual two. The application instance
name, which is considered a secret shared by the
users of the application instance. The instance
name can be changed by the owner. A user ID,

International Journal of Computers Electrical and Advanced Communications Engineering
Vol.1 (7), ISSN: 2250-3129, JAN - JUL – 2015

PP: 43 - 50
28

G SAI KRISHNA, et al , International Journal of Computers Electrical and Advanced Communication Engineering
[IJCEACE]TM
Volume 1 , Issue 7, PP: 43 - 50 , JAN-JUL’ 2015.

which is known only to the user and the
administrators. The user ID is chosen by the
administrator who creates the user account, and
privileges, by the owner if the user is herself an
administrator). A password, known only to the
user, after a certain number of consecutive bad
guesses against a password, the user is locked
out. Bad guesses are considered to be
consecutive if there is no intervening
successfully completed login to the user's
account. All the consecutive bad guesses must
be against the same password; counting starts
over if the password is changed. A user who has
been locked out is allowed to log in again once
her password has been reset. When the user
changes her password, she is not allowed to
select as the new password a password that has
previously been used as a permanent or
temporary password on her user account. This
method provides protection against online
guessing attacks and related denial-of-service
attacks, including attacks by ex-users, and other
security benefits.
V CONCLUSION
Experts are now separated as in connection with
whether it is better to write down the secret
words or not. needing payment to the greatly
sized number of password-protected systems
that Users must way in, some experts support
writing down secret words, as long as the written
password lists are kept in a safe place, such as a
small folder for keeping money, papers in
pocket or safe; not having love for to a computer
viewing output or in an unlocked writing-table
drawer. In the same way, some even make
argument that the idea of password end is old,
because mathematically talking, the experience
of changing secret words frequently does not
profit much safety at all; one gains much more
safety if one increases the password length by

can be changed by an administrator (by any
administrator if the user has no administrative
just one person in a work than changing the
password on every use and attempted use. For
this reason, in order to make certain password
paper making part owner, we must come upon a
delicate balance between having enough rules to
support good safety and not having too many
rules that would force Users to take not
straightforward actions which would, in turn,
compromise security.
The man-like acted for owner is the most full of
danger cause in the safety system for at least
three possible reasons: it is the most feeble
connection; it is the only cause that uses first
moves; and the cause that goes further than all
the other elements of the complete system. This
line of reasoning supports for wall the sense,
value of social engineering in safety designs,
and the fact that safety is in fact a group event of
both technology and social engineering. In the
direction of organisational safety being
conscious education processes, personnel should
be detailed on the need for the different
techniques given work in the organisations
password safety buildings and structure design
as an important means of checkmating man-like
doing short, dry coughs or social low computer
experts (socio-cryptanalysts). Let all had a part
in have knowledge of that there can be no
special to some science or trade doing short, dry
coughs in space completely without substance
(independent of man-like doing short, dry
coughs).
It is made come true that most of the password
safety related problems have connection with
exist without of safe place for storing system;
thus
encouraging
Users
to
select
weak/memorable secret words, and forcing
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safety engineers and managers to request
strongly that secret words must not be written
down and must be changed frequently. For this
reason, in a hard work to make a something
given in the direction of getting an answer to this
hard question, this paper proposes the use of the
(K , n)-Threshold scheme, such as the Shamirs
secret-sharing outline, to give greater value to
the safety of the password repository. This
thinks a tendency in the direction of writing
down the secret words: at the end, Diamond,
platinum, GOLD and Silver are not memorised;
they are stored.

Technological Aspects of Cyber Defence,”
Ongoing PhD Research Work, School of
Engineering,
Design
and
Technology,
University of Bradford, Bradford (UK),
(Ongoing: 2011-).
[9] Lyquix Blog: Do We Need to Hide
Passwords?. Lyquix.com. [Accessed:17 Sept.
2012].
[10] "Cyber Security Tip ST04-002". Choosing
and Protecting Passwords. US CERT. [Online].
Available:
http://www.uscert.
gov/cas/tips/ST04-002.html. [Accessed: 20 Jun.
2009].

REFERENCES
[1] Encarta Dictionary: English (UK)
[2] M. Bando, 101st Airborne: The Screaming
Eagles in World War II. Mbi Publishing
Company, 2007. [Online]. Available at:
http://books.google.com/books?id=cBSBtgAAC
AAJ. [Accessed: 20 May 2012].
[3] D.S. Jeslet et al. “Survey on Awareness and
Security Issues in Password Management
Strategies.” IJCSNS, vol. 10, no.4. April, 2010.
[4] S.M. Furnell et al., “Authentication and
Supervision: A Survey of User Attitudes.”
Computers & Security, vol.19 no.6, pp 529-539,
2000.
[5] R.J. Sutton, Secure Communications:
Applications and Management. Chichester: John
Wiley & Sons, Ltd. 2002.
[6] E.F. Gehringer, (2002) “Choosing
Passwords: Security and Human Factors.” IEEE,
0-7803-7824-0/02/$10.00 8.
[7] S. Farrell, “Password Policy Purgatory.”
IEEE Computing Society. pp. 84-87, 2008.
[8] M.I.U. Adeka, J.S. Shepherd, and R.A. AbdAlhameed, “Cryptography and Computer
Communications
Security:
Social
and
International Journal of Computers Electrical and Advanced Communications Engineering
Vol.1 (7), ISSN: 2250-3129, JAN - JUL – 2015

PP: 43 - 50
28

