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Abstract: This system proposed an enhance data security protection mechanism for cloud 

utilizing two segments. In this system sender sends an encrypted message to a recipient with the 

assistance of cloud system. The sender requires knowing identity of recipient yet no need of 

other information, for instance, declaration or public key. To decode the cipher text receiver 

needs two sections. The key thing is a novel individual security device or some equipment device 

related with the PC framework. Second one is private key or discharge enters set away in the PC. 

Without having these two things cipher text never decrypted. The critical thing is the security 

gadget lost or stolen, at that point cipher text can't be unscrambled and equipment gadget is 

denied or wiped out to decrypt cipher text. 

Index Terms: cloud storage system, cloud protection, cloud security, two-factor data security 

protection. 

1. Introduction 

There are such an expansive number of focal 

points, to store the data in the cloud storage. 

Data in the cloud storage server can be 

encouraged at whatever point and wherever 

insofar as system get to. Cloud service 

provider gives services to the cloud users, 

they can get any measure of more assets 

whenever. It gives no danger of data Storage 

support assignments, for example, securing 

extra stockpiling limit, can be emptied to the 

duty of a specialist organization. Simple to 

data sharing between various customers. If 

sender needs to share a touch of data, for 

instance, video, text, sound et cetera to 

Receiver it may be troublesome for sender 

to send it by email due to the span of data. 

Rather than that sender moves the data into 

the cloud storage after that Receiver can 

undoubtedly download whenever from 

wherever. Cloud storage regularly alludes to 

an offer protest stockpiling administrations 

like Microsoft Azure and Amazon S3 

Storage. There are diverse huge difficulties 

in cloud computing for securing data, 

arrangement of administrations and storage 
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of data in the web from various sorts of 

assaults. Cloud computing gives an 

including space to data stockpiling, 

computer preparing power, shared pool of 

assets, systems, user applications and 

particular corporate. Cloud computing is a 

more advanced. It is anything but difficult to 

estimate that the security for data protection 

in the cloud storage ought to be move 

forward. In any cases, these applications 

experience a potential hazard about part 

revocability that may constrain their 

probability. An expandable and adaptable 

Two-Component encryption mechanism is 

truly more suitable in the term of cloud 

computing that incite our System. Cloud 

computing is a typical term for anything that 

includes versatile administrations, 

conveying facilitated administrations like 

getting to, data sharing, and so on finished 

the web on request premise. For the most 

part, user share different sorts of records 

through cloud storage organizing application 

like Drop box, cloud me, Google drive. 

Citrix Cloud processing is known as another 

option to conventional innovation because 

of its low-upkeep and better asset sharing 

capacities. The primary objective of cloud 

computing is to give superior vitality of 

processing for different field like military 

and research association for performing 

billions of algorithms. The fundamental 

security necessity can be accomplished by 

consolidating both the cryptographic cloud 

storage alongside searchable encryption 

conspires. In cloud system general cost of 

data stockpiling is less as it doesn't require 

overseeing and keeping up costly 

equipment. In which data proprietor initially 

scramble all data before putting away on a 

cloud in such way that lone user whom 

having decoding keys can be unscramble or 

get the data. 

2. Related Work 

An architecture that guarantees the security 

of data put away in cloud storage. The 

proposed design can straightforwardly 

relevant to existing mists with no 

adjustments or any adjustments in cloud 

database. It can be process that interfaces 

straightforwardly to an encrypted cloud 

database without a middle of the road 

gadgets or systems with geologically 

disseminated customers and it likewise 

permitted executing free and operations 

including those changing the database 

structure. The proposed system eliminates 

the breaking point on versatility, and 

accessibility properties of cloud based 

arrangements.  

Unidirectional proxy re-encryption plans: 

This plan is with picked cipher text security 
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in the standard model. The two commitment 

of this proposed system is fitted a 

unidirectional expansion of the Canetti– 

Hohenberger security display and another is 

the manner by which to change the plan to 

accomplish security. It gives extra properties 

like as non-intelligent brief appointments.  

An answer for issue of proficiently assigning 

in key revocation and era in Identity Based 

Encryption (IBE) plot. In this paper 

proposed acknowledgment of RHIBE, it is 

built in light of the plan called Boneh-Boyen 

HIBE (BB-HIBE) conspire. The span of 

cipher text and repudiation cost was same 

for both RHIBE and BB-HIBE plans. Be 

that as it may, in RHIBE permits progressive 

structure of elements and specific ID was 

ensured under Decisional Bilinear Diffie-

Hellman (DBDH) supposition.  

New definition and security models for 

single-hop Identity-Based Proxy Re-

Encryption (IBPRE) systems. This system 

holds the property of IBPRE alongside 

contingent re-encryption method. This new 

IBPRE defeat two issues are augmentation 

of IBPRE to help restrictive re-encryption 

and development of CCA-secure 

unidirectional single jump IBPRE without 

irregular prophets.  

A security definition against chosen cipher 

text attack (CCA). This definition was with 

the end goal of testament less intermediary 

re-encryption. The proposed security 

demonstrates was permitted to adaptively 

degenerate users. After the defilement of 

security model and it showed a few 

verifications to demonstrate that difficulties 

associated with the development of secure 

CL-PRE. At long last demonstrated RCCA 

was secured in irregular prophet display.  

An answer for developing a multi-utilize 

unidirectional IBPRE conspire issue by 

changing over nonanonymous hierarchical 

identity-based encryption (NaHIBE) with 

firmly CPA security to CCA-secure and 

collusion resistant multi-utilize 

unidirectional IDbased intermediary re-

encryption MUIBPRE. This method tries to 

fulfill the security necessities are CCA 

security and arrangement resistance.  

A way to deal with secure user’s protection 

data in cloud condition. This approach 

clarified the pressure connected in mystery 

enters in broad daylight key cryptosystem to 

deal with the cloud storage by supporting 

assignment of mystery enters in different 

cipher text classes. This approach is more 

adaptable and effective than various leveled 

key assignments. The progressive key 

assignments investigated benefits of every 

single key-holder on the off chance that they 

distribute similar benefits it spared their 
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space for benefits. The proposed approach 

utilized key-total cryptosystem encryption 

system where the figure writings were 

ordered into different classes.  

An effective third party auditor (TPA) for 

protection saving open inspecting to secure a 

cloud storage system. This system permits 

without taking in the data text in a cloud 

situation an outside inspector review user‟s 

outsourced data by utilizing protection 

saving examining convention. This strategy 

utilized irregular covering andhomomorphic 

straight authenticator as security protecting 

reviewing convention. Accordingly this 

method evacuated trouble for cloud user’s 

and costly undertaking in cloud.  

A proxy based storage system called 

NCCloud for fault tolerant different cloud 

storage. This system was created on useful 

least stockpiling recovering a system a 

system coding-based storage conspires. This 

proposed system utilized less repair 

movement than repetition as in conventional 

eradication codes that support less fiscal cost 

because of data exchange. This system 

expels the encoding operations inside the 

storage hubs amid repair along these lines it 

lessened the repair movement in the cloud.  

A short and effective Certificate Based 

Signature (CBS) plan to enhance level of 

trust in cloud condition. This plan was 

require one gathering component for public 

key and the mark size and it diminished the 

public data to one gathering components for 

every single user in the cloud condition. 

This key size is littler than the PKI based 

mark conspire on the grounds that it needs 

one gathering component for era of public 

key and the another gathering component is 

required for the endorsement.  

An approach that defeats the issue in 

Attribute-Based Encryption (ABE). In this 

presented a cipher text assignment 

methodology that re-scrambled a cipher text 

in view of general society data and broke 

down the issue of revocable in existing 

Attribute-Based Encryption system. In light 

of the examination it is vital for first 

completely secure development, it alters a 

current Attribute-Based Encryption plot. 

Subsequently this approach was utilized for 

repudiation on put away data.  

3. Existing and Proposed System 

A. Existing System 

There exists cryptographic primitive called 

"leakage-resilient encryption". The security 

of the plan is still ensured if the spillage of 

the mystery key is up to specific bits to such 

an extent that the learning of these bits does 

not recoup the entire mystery key. Be that as 

it may, however utilizing spillage flexible 

primitive can protect the spillage of specific 



PRASAD N V, et al, International Journal of Computers Electrical and Advanced 
Communication Engineering [IJCEACE]TM 
Volume 1, Issue 12, PP: 43 - 51, AUG - DEC’ 2017. 
 

 
 

 

International Journal of Computers Electrical and Advanced Communications Engineering 

                                               Vol.1 (12), ISSN: 2250-3129, AUG - DEC’ 2017                                  PP: 43 - 51                                                                                                                                            

     

bits, there exists another pragmatic 

constraint. Say, a part of the mystery enter is 

put away into the security gadget. On the off 

chance that the gadget gets stolen, at that 

point the user needs a substitution to keep on 

decrypting his comparing mystery key. One 

of the arrangement is to duplicate those bits 

(that in the stolen gadget) to the supplanted 

gadget by the private key generator (PKG).  

This approach can be effectively 

accomplished. By and by, there exists 

security hazard. On the off chance that the 

enemy (who has stolen the security gadget) 

can likewise break into the computer where 

the other piece of mystery key is put away, 

at that point it can unscramble all cipher text 

relating to the casualty user. The most 

secure route is to stop the legitimacy of the 

stolen security gadget.  

Disadvantages of Existing System:  

1. In the event that the user has lost his 

security gadget, at that point his/her relating 

cipher text in the cloud can't be decrypted 

until the end of time! That is, the approach 

can't bolster security gadget 

refresh/revocability.  

2. The sender has to know the serial 

number/public key of the security gadget, in 

extra to the user’s personality/public key. 

That influences the encryption to process 

more confounded.  

B. Proposed System This paper depicts a 

novel two-factor security insurance 

component for data put away in the cloud. 

This component gives the accompanying 

decent highlights:  

1) The system is an IBE (Identity-based 

encryption) - based component. That is, the 

sender just has to know the character of the 

Receiver so as to send a scrambled data 

(cipher text) to him/her. No other data of the 

recipient (e.g., public key, testament and so 

on.) is required. At that point the sender 

sends the cipher text to the cloud where the 

recipient can download it whenever.  

2) The system gives two-factor data 

encryption security. With a specific end goal 

to decrypt the data put away in the cloud, the 

user needs to have two things. To begin 

with, the user needs his/her mystery enters 

which is put away in the computer. Second, 

the user needs an exceptional individual 

security gadget which will be utilized to 

associate with the computer (e.g., USB, 

Bluetooth and NFC). It is difficult to decrypt 

the cipher text without either piece.  

3) More importantly, the system, 

interestingly, gives security gadget (one of 

the elements) revocability. At the point 

when the security gadget is stolen/lost, this 

gadget is repudiated. That is, utilizing this 

gadget you can never again unscramble any 



PRASAD N V, et al, International Journal of Computers Electrical and Advanced 
Communication Engineering [IJCEACE]TM 
Volume 1, Issue 12, PP: 43 - 51, AUG - DEC’ 2017. 
 

 
 

 

International Journal of Computers Electrical and Advanced Communications Engineering 

                                               Vol.1 (12), ISSN: 2250-3129, AUG - DEC’ 2017                                  PP: 43 - 51                                                                                                                                            

     

cipher text. The cloud will promptly execute 

a few algorithms to change the current 

cipher text to beun-decryptableby this 

gadget. While, the user needs to utilize his 

new/substitution gadget (together with his 

mystery key) to decrypt his/her cipher text; 

this procedure is totally straightforward to 

the sender.  

4) The cloud server can't decrypt any cipher 

text whenever. 

 

Fig. 1: Ordinary data sharing. 

 

Fig. 2: Update cipher text after issuing a 

new security device. 

Advantages of Proposed System: 

1. The arrangement improves the secrecy of 

the data, as well as offers the revocability of 

the gadget so once the gadget is renounced; 

the comparing cipher text will be refreshed 

consequently by the cloud server with no 

notice of the data proprietor.  

2. The cloud server can't decrypt any cipher 

text whenever. 

4. Implementation 

In this implementation we have 5 Modules, 

1. Private Key Generator 

2. Security Device Issuer 

3. Sender Module 

4. Receiver Module 

5. Cloud Server Module 

Module Description: 

1. Private Key Generator: A Private Key 

Generator is a trusted gathering in charge of 

issuing the private key for each user.  

2. Security Device Issuer (SDI): A Security 

Device Issuer is a trusted gathering in 

charge of issuing security gadget for each 

user.  

3. Sender:  This user is the sender (and the 

maker) of the cipher text. The sender just 

knows the character (e.g., email address) of 

the Receiver yet nothing else identified with 

the beneficiary. After the sender has made 

the cipher text, he/she sends to the cloud 

server to let the Receiver for download.  

4. Receiver: This user is the Receiver of the 

cipher text and has a one of a kind character 

(e.g., email address). The cipher text is put 
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away on cloud storage while he/she can 

download it for unscrambling. The Receiver 

has a private key (put away in his computer) 

and a security gadget (that contains some 

mystery data identified with his personality). 

They are given by the PKG. The 

unscrambling of cipher text requires both the 

private key and the security gadget.  

5. Cloud server:  The cloud server is in 

charge of putting away all cipher text (for 

recipient to download). Once a user has 

detailed loss of his/her security gadget (and 

has acquired another one from the PKG), the 

cloud goes about as an intermediary to re-

scramble all the past and future cipher text 

comparing to the new gadget. That is, the 

old gadget is renounced. 

5. Construction  

The development of such a system 

incorporates the accompanying stages  

1. Setup Phase – The setup stage creates 

every open parameter and ace mystery key 

utilized all through the execution of system.  

2. Key and Issued Phase – A SDI and a PKG 

will separately create a security gadget and a 

mystery key for an enlisted user ID in secure 

channel to such an extent that the user can 

consolidate the security gadget with the 

mystery key to acquire the plain message in 

the wake of decoding.  

3. To begin with Level Cipher text 

Generation-A data sender scrambles a data 

under the personality of a data Receiver, and 

further sends the encrypted data to the cloud 

server.  

4. Second-Level Cipher text Generation – 

After getting the primary level cipher text of 

a data from the data sender, the cloud server 

creates the second-level cipher text.  

5. Device Update – Once a gadget of a user 

should be refreshed because of a few 

occurrences (e.g. it is either lost or stolen), 

the user initially reports the issue to the SDI. 

The SDI at that point issues another gadget 

for the user.  

6. Cipher text Update – The SDI tells the 

cloud server to refresh the cipher text of the 

user by sending an extraordinary snippet of 

data.  

7. Data Recovery – A data recipient utilizes 

a decryption key and a gadget to recoup the 

data. 
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Fig 3: Architecture of System. 

 

6. Conclusion  

Different strategies are available to give 

security for cloud storage data. Among 

them, two-Factor Data Security Protection 

system just gives classification of the data 

and revocability for cloud data by utilizing 

mystery key and interesting individual 

gadget. The productivity and security 

examination demonstrate that the system is 

secure as well as practically implemented. 
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