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ABSTRACT In cloud storage services, deduplication technology is commonly used to reduce 

the space and bandwidth requirements of services by eliminating redundant data and storing only 

a single copy of them. Deduplication is most effective when multiple users outsource the same 

data to the cloud storage, but it raises issues relating to security and ownership. Proof of- 

ownership schemes allow any owner of the same data to prove to the cloud storage server that he 

owns the data in a robust way. However, many users are likely to encrypt their data before 

outsourcing them to the cloud storage to preserve privacy, but this hampers deduplication 

because of the randomization property of encryption. Recently, several deduplication schemes 

have been proposed to solve this problem by allowing each owner to share the same encryption 

key for the same data. However, most of the schemes suffer from security flaws, since they do 

not consider the dynamic changes in the ownership of outsourced data that occur frequently in a 

practical cloud storage service. In this paper, we propose a novel server-side deduplication 

scheme for encrypted data. It allows the cloud server to control access to outsourced data even 

when the ownership changes dynamically by exploiting randomized convergent encryption and 

secure ownership group key distribution. This prevents data leakage not only to revoked users 

even though they previously owned that data, but also to an honest-but-curious cloud storage 

server. In addition, the proposed scheme guarantees data integrity against any tag inconsistency 

attack. Thus, security is enhanced in the proposed scheme. The efficiency analysis results 

demonstrate that the proposed scheme is almost as efficient as the previous schemes, while the 

additional computational overhead is negligible. 
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INTRODUCTION 

CLOUD computing provides scalable, low-

cost, and location-independent online 

services ranging from simple backup 

services to cloud storage infrastructures. The 

fast growth of data volumes stored in the 

cloud storage has led to an increased 

demand for techniques for saving disk space 

and network bandwidth. To reduce resource 

consumption, many cloud storage services, 

such as Dropbox[1], Wuala[2], Mozy[3], 

and Google Drive [4], employ a 

deduplication technique, where the cloud 

server stores only a single copy of redundant 

data and provides links to the copy instead 

of storing other actual copies of that data, 

regardless of how many clients ask to store 

the data. The savings are significant [5], and 

reportedly, business applications can 

achieve disk and bandwidth savings of more 

than 90% [6]. However, from a security 

perspective, the shared usage of users’ data 

raises a new challenge. As customers are 

concerned about their private data, they may 

encrypt their data before outsourcing in 

order to protect data privacy from 

unauthorized outside adversaries, as well as 

from the cloud service provider [7],[8],[9]. 

This is justified by current security trends 

and numerous industry regulations such as 

PCI DSS [10]. However, conventional 

encryption makes deduplication impossible 

for the following reason. Deduplication 

techniques take advantage of data similarity 

to identify the same data and reduce the 

storage space. In contrast, encryption 

algorithms randomize the encrypted files in 

order to make cipher text indistinguishable 

from theoretically random data. Encryptions 

of the same data by different users with 

different encryption keys results in different 

cipher texts, which makes it difficult for the 

cloud server to determine whether the plain 

data are the same and deduplicate them. Say 

a user Alice encrypts a file M under her 

secret key skA and stores its corresponding 

ciphertext CA. Bob would store CB, which 

is the encryption of M under his secret key 

skB. Then, two issues arise: (1) how can the 

cloud server detect that the underlying file 

M is the same, and (2) even if it can detect 

this, how can it allow both parties to recover 

the stored data, based on their separate 

secret keys? Straightforward client side 

encryption that is secure against a chosen-

plaintext attack with randomly chosen 
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encryption keys prevents deduplication [11], 

[12]. One naive solution is to allow each 

client to encrypt the data with the public key 

of the cloud storage server. Then, the server 

is able to deduplicate the identified data by 

decrypting it with its private key pair. 

However, this solution allows the cloud 

storage server to obtain the outsourced plain 

data, which may violate the privacy of the 

data if the cloud server cannot be fully 

trusted [13],[14].Convergent encryption [15] 

resolves this problem effectively. A 

convergent encryption algorithm encrypts an 

input file with the hash value of the input 

file as an encryption key. The cipher text is 

given to the server and the user retains the 

encryption key. Since convergent encryption 

is deterministic1, identical files are always 

encrypted into identical cipher text, 

regardless of who encrypts them. Thus, the 

cloud storage server can perform 

deduplication over the cipher text, and all 

owners of the file can download the cipher 

text (after the proof-of-ownership (PoW) 

process optionally) and decrypt it later since 

they have the same encryption key for the 

file. Convergent encryption has long been 

studied in commercial systems and has 

different encryption variants for secure 

deduplication [8],[16],[17],[18], which was 

formalized as message locked encryption 

later in [20]. However, convergent 

encryption suffers from security flaws with 

regard to tag consistency and ownership 

revocation. As an example of the tag 

consistency attack issue, suppose Alice and 

Bob have the same data M, and Alice 

generates cipher text CA from M, and then 

maliciously generates another cipher text 

C′A from M′(̸=M). Next, she uploads C′ A 

with an honestly generated tag T (CA) = 

H(M) for a cryptographic hash function H, 

which plays the role of data index. When 

Bob generates cipher text CB from M and 

tries to upload CB, the cloud server checks 

T (CA) = T (CB). Then, it deletes CB and 

keeps only C′A. Afterwards, when Bob 

downloads and decrypts it, the data would 

be M′, not M, which means the integrity of 

his data has been compromised. Recently, 

message-locked encryption (MLE) [20] and 

leakage-resilient deduplication [19] schemes 

have been proposed to solve this problem by 

introducing additional integrity check phase 

for decrypted data. In the case of ownership 

revocation, suppose multiple users have 

ownership of a cipher text outsourced in 

cloud storage. As time elapses, some of 

these users may request the cloud server to 

delete or modify their data, and then, the 
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server deletes the ownership information of 

the users from the ownership list for the 

corresponding data. Then, the revoked users 

should be prevented from accessing the data 

1. Convergent encryption exploits a block 

cipher as an encryption primitive. stored in 

the cloud storage after the deletion or  

modification request (forward secrecy). On 

the other hand, when a user uploads data 

that already exist in the cloud storage, the 

user should be deterred from accessing the 

data that were stored before he obtained the 

ownership by uploading it (backward 

secrecy) 

2. These dynamic ownership changes may 

occur very frequently in a practical cloud 

system, and thus, it should be properly 

managed in order to avoid the security 

degradation of the cloud service. However, 

the previous deduplication schemes could 

not achieve secure access control under a 

dynamic ownership changing environment, 

in spite of its importance to secure 

deduplication, because the encryption key is 

derived deterministically and rarely updated 

after the initial key derivation. Therefore, for 

as long as revoked users keep the encryption 

key, they can access the corresponding data 

in the cloud storage at any time, regardless 

of the validity of their ownership. This is the 

problem we attempt to solve in this study. 

EXISTING SYSTEMS:- 

When a user uploads data that already exist 

in the cloud storage, the user should be 

deterred from accessing the data that were 

stored before he obtained the ownership by 

uploading it (backward secrecy)2. These 

dynamic ownership changes may occur very 

frequently in a practical cloud system, and 

thus, it should be properly managed in order 

to avoid the security degradation of the 

cloud service. In the former approach, most 

of the existing schemes have been proposed 

in order to perform a PoW process in an 

efficient and robust manner, since the hash 

of the file, which is treated as a “proof” for 

the entire file, is vulnerable to being leaked 

to outside adversaries because of its 

relatively small size. a data owner uploads 

data that do not already exist in the cloud 

storage, he is called an initial up loader; if 

the data already exist, called a subsequent up 

loader since this implies that other owners 

may have uploaded the same data 

previously, he is called a subsequent up 

loader. 

DISADVANTAGES:- 
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User deduplication on the client-side, cannot 

generate a new tag when they update the 

file. In this situation, the dynamic 

Ownerships would fail. As a summary, 

existing dynamic Ownerships cannot be 

extended to the multi-user environment. 

Whenever data is transformed, concerns 

arise about potential loss of data. By 

definition, data deduplication systems store 

data differently from how it was written. As 

a result, users are concerned with the 

integrity of their data. One method for 

deduplicating data relies on the use of 

cryptographic hash functions to identify 

duplicate segments of data. If two different 

pieces of information generate the same 

hash value, this is known as a collision. The 

probability of a collision depends upon the 

hash function used, and although the 

probabilities are small, they are always non 

zero. 

PROPOSED SYSTEMS:- 

Several deduplication schemes have been 

proposed to solve this problem by allowing 

each owner to share the same encryption key 

for the same data. However, most of the 

schemes suffer from security flaws, since 

they do not consider the dynamic changes in 

the ownership of outsourced data that occur 

frequently in a practical cloud storage 

service. In this paper, we propose a novel 

server-side deduplication scheme for 

encrypted data. It allows the cloud server to 

control access to outsourced data even when 

the ownership changes dynamically by 

exploiting randomized convergent 

encryption and secure ownership group key 

distribution. a deduplication scheme over 

encrypted data. The proposed scheme 

ensures that only authorized access to the 

shared data is possible, which is considered 

to be the most important challenge for 

efficient and secure cloud storage services in 

the environment where ownership changes 

dynamically. It is achieved by exploiting a 

group key management mechanism in each 

ownership group. The proposed scheme 

ensures security in the setting of PoW by 

introducing a re-encryption mechanism that 

uses an additional group key for dynamic 

ownership group. Most of the schemes have 

been proposed to provide data encryption, 

while still benefiting from a deduplication 

technique, by enabling data owners to share 

the encryption keys in the presence of the 

inside and outside adversaries. Since 

encrypted data are given to a user. 

 

ADVANTAGES:- 
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However, conventional encryption makes 

deduplication impossible for the following 

reason. Deduplication techniques take 

advantage of data similarity to identify the 

same data and reduce the storage space. In 

contrast, encryption algorithms randomize 

the encrypted files in order to make cipher 

text indistinguishable from theoretically 

random data. As compared to the previous 

deduplication schemes over encrypted data, 

the proposed scheme has the following 

advantages in terms of security and 

efficiency. Tag consistency is also 

guaranteed, while the scheme allows full 

advantage to be taken of efficient data 

deduplication over encrypted data. 

IMPLEMENTATION 

 Implementation is the stage of the project 

when the theoretical design is turned out 

into a working system. Thus it can be 

considered to be the most critical stage in 

achieving a successful new system and in 

giving the user, confidence that the new 

system will work and be effective. The 

implementation stage involves careful 

planning, investigation of the existing 

system and it’s constraints on 

implementation, designing of methods to 

achieve changeover and evaluation of 

changeover methods. 

Modules: 

In this project we have following Four 

modules. 

i).Cloud storage 

ii).Dynamic Ownership 

iii).Deduplication. 

iv).GroupKey. 

Dynamic Ownership:- 

 Deduplication is most effective when 

multiple users outsource the same data to the 

cloud storage, but it raises issues relating to 

security and ownership. Proofof- ownership 

schemes allow any owner of the same data 

to prove to the cloud storage server that he 

owns the data in a robust way. However, 

many users are likely to encrypt their data 

before outsourcing them to the cloud storage 

to preserve privacy, but this hampers 

deduplication because of the randomization 

property of encryption. the ownership 

changes dynamically by exploiting 

randomized convergent encryption and 

secure ownership group key distribution. 

This prevents data leakage not only to 

revoked users even though they previously 

owned that data, but also to an honest-but-

curious cloud storage server. In addition, the 

proposed scheme guarantees data integrity 

against any tag inconsistency attack. 

GroupKey:- 
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 Server-side deduplication scheme for 

encrypted data. It allows the cloud server to 

control access to outsourced data even when 

the ownership changes dynamically by 

exploiting randomized convergent 

encryption and secure ownership group key 

distribution, It is achieved by exploiting a 

group key management mechanism in each 

ownership group. As compared to the 

previous deduplication schemes over 

encrypted data, the proposed scheme has the 

following advantages in terms of security 

and efficiency. 

 

 

Cloud Storage:- 

This prevents data leakage not only to 

revoked users even though they previously 

owned that data, but also to an honest-but-

curious cloud storage server. In addition, the 

proposed scheme guarantees data integrity 

against any tag inconsistency attack. Thus, 

security is enhanced in the proposed 

scheme. The efficiency analysis results 

demonstrate that the proposed scheme is 

almost as efficient as the previous schemes, 

while the additional computational overhead 

is negligible. Then, the server is able to 

deduplicate the identified data by decrypting 

it with its private key pair. However, this 

solution allows the cloud storage server to 

obtain the outsourced plain data, which may 

violate the privacy of the data if the cloud 

server cannot be fully trusted .This is a 

client who owns data, and wishes to upload 

it into the cloud storage to save costs. A data 

owner encrypts the data and outsources it to 

the cloud storage with its index information, 

that is, a tag. 

Deduplication:- 

Data deduplication is a specialized data 

compression technique for eliminating 

duplicate copies of repeating data. Related 

and somewhat synonymous terms are 

intelligent (data) compression and single-

instance (data) storage. This technique is 

used to improve storage utilization and can 

also be applied to network data transfers to 

reduce the number of bytes that must be 

sent. In the deduplication process, unique 

chunks of data, or byte patterns, are 

identified and stored during a process of 

analysis. Deduplication techniques take 

advantage of data similarity to identify the 

same data and reduce the storage space. In 
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contrast, encryption algorithms randomize 

the encrypted files in order to make cipher 

text indistinguishable from theoretically 

random data. 

ALGORITHMS:- 

I).ENCRYPTION ALGORITM 

II).DECRYPTION ALGORITHM 

III).DEDUPLICATION 

ENCRYPTION ALGORITM:- 

Encryption is the most effective way to 

achieve data security. To read an encrypted 

file, you must have access to a secret key or 

password that enables you to decrypt it. 

Unencrypted data is called plain text ; 

encrypted data is referred to as cipher text. 

DECRYPTION ALGORITHM:- 

Decryption is the process of converting 

encrypted data back into its original form, so 

it can be understood. Encryption and 

decryption should not be confused with 

encoding and decoding, in which data is 

converted from one form to another but is 

not deliberately altered so as to conceal its 

content. 

 

CONCLUSION 

Dynamic ownership management is an 

important and challenging issue in secure 

deduplication over encrypted data in cloud 

storage. In this study, we proposed a novel 

secure data deduplication scheme to enhance 

a fine-grained ownership management by 

exploiting the characteristic of the cloud 

data management system. The proposed 

scheme features are encryption technique 

that enables dynamic updates upon any 

ownership changes in the cloud storage. 

Whenever an ownership change occurs in 

the ownership group of outsourced data, the 

data are re encrypted with an immediately 

updated ownership group key, which is 

securely delivered only to the valid owners. 

Thus, the proposed scheme enhances data 

privacy and confidentiality in cloud storage 

against any users who do not have valid 

ownership of the data, as well as against an 

honest-but-curious cloud server. Tag 

consistency is also guaranteed, while the 

scheme allows full advantage to be taken of 

efficient data deduplication over encrypted 
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data. In terms of the communication cost, 

the proposed scheme is more efficient than 

the previous schemes, while in terms of the 

computation cost, taking additional 0:1:2 ms 

compared to the RCE scheme, which is 

negligible in practice. Therefore, the 

proposed scheme achieves more secure and 

fine-grained ownership management in 

cloud storage for secure and efficient data 

deduplication. 
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