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ABSTRACT In this paper, an image steganography system is proposed, in which the data 

hiding (embedding) is realized in bit planes of sub and wavelets coefficients obtained by 

using the Integer Wavelet Transform (IWT). To increase data hiding capacity while keeping 

the imperceptibility of the hidden data, the replaceable IWT coefficient areas are defined by 

a complexity measure used in the Bit-Plane Complexity Segmentation Steganography 

(BPCS). The proposed system shows a high data hiding capacity (more than 2 bpp in many 

case), while keeping a high fidelity of stego image (more than 35 dB of PSNR). To make the 

proposed system robust enough to some distortion caused by non-ideal communication 

channel, we introduce an Error Control Coding to the system, which can reduce the Bit Error 

Rate (BER) of  extracted hidden data when the stego image receive some channel 

distortion.  

Introduction  

 Recently, together with a large diffusion  

of  Internet, the development of data 

hiding techniques to transmit confidential 

data or side information into multimedia 

data becomes active research area during 

the last several years. The goal of a 

steganography system is to get high 

capacity of hiding data, low steganogram 

fidelity loss and robustness to some 

distortion caused by non-ideal 

communication channel characteristics. 

However these three requirements are 

very difficult to be satisfied simultaneously 

because these three requirements have 

conflict among them. Therefore many 

steganography systems focused only  in 

the capacity and imperceptibility issues. A 

widely used method of data hiding is 

replacing the least significant bits (LSB) of 

the digital image by the secret message 

[1],[2]. The LSB  methods  generally 

achieve both high capacity and high 

imperceptibility.   However   these   

methods   are very vulnerable to 

extraction by unauthorized third parties, 

because the embedding position of the 

hidden message can be easily known. 

Some methods to overcome this 

vulnerability have been proposed, which 

realize the data hiding in the frequency 

domain [3], [4]. However, because the 



RAMYA S Y, et al, International Journal of Computers Electrical and Advanced 
Communication Engineering [IJCEACE]TM 
Volume 1, Issue 12, PP: 189 - 192, AUG - DEC’ 2017. 
 
 

 

 

 

 

International Journal of Computers Electrical and Advanced Communications Engineering 

                                               Vol.1 (12), ISSN: 2250-3129, AUG - DEC’ 2017                                  PP: 189 - 192                                                                                                                                            

     

stegoimage data must be quantized to the 

image range data (generally 8 bits/pixel) 

after the inverse transform is applied to 

the frequency coefficients with hidden 

message; to achieve a lossless extraction 

of the secret message is very difficult. 

Recently reversible image compression 

methods have been proposed using 

Integer Wavelet Transforms (IWT) [5]-

[7].  The IWT maps the integer image 

data  to the integer subband wavelets 

coefficients and also the inverse IWT 

maps integer coefficients to integer data 

without any loss. The IWT based image 

compression methods can achieve perfect 

reconstruction of images; although these 

methods have generally lower 

compression rate compared with DWT 

based compression methods. In this paper 

we propose a lossless data hiding method 

using IWT and BPCS, in which image data 

are decomposed by IWT and each bits 

plan of the subband is segmented in 8x8 

blocks. All blocks are analyzed by 

complexity measures to determine which 

blocks will  be replaced by secret 

message. The complexity measurement 

used in the proposed system is same one 

in the BPCS method proposed by [8], [9]. 

The proposed system can be recovered 

the hidden message in lossless manner if 

the communication channel is ideal.  

However  the  communication  channel is 

not ideal, and then the extracted message 

include some erroneous bits. To increase 

the  robustness of the secret message for 

non-ideal communication channel, we 

introduce the linear error control coding. 

IWT and BPCS  

 In this section, brief review about Integer 

Wavelet Transform (IWT) and Bit Plane 

Complexity Segmentation (BPCS) 

steganography method will be done.  

  Integer wavelet transform (IWT)  

 Discrete  Wavelet  Transform (DWT)  has  

been widely used in many signal and 

image processing, because its spatial-

frequency relationship. The principal 

drawback of the DWT for some 

applications is that the coefficients in the 

decomposed subbands are real values, 

and then some modifications (including 

the machine precision) to these values 

cause quantization errors at the 

reconstruction stage, and in consequence, 

a perfect reconstruction can not be 

achieved [6], [7]. The Integer Wavelet 

Transform (IWT) was proposed to 

overcome this problem in 1996 [6]. 

Depending on the number of vanishing 

moments of the analysis and synthesis 

filters, the IWTs can be classified as 

shown in the table 1, which lists some of 

IWTs. 

The BPCS steganography provides a high 

hiding capacity because the more 

significant bit planes are used to hide the 

message. It also provides a lower 
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perceptibility of the hidden message in the 

stegoimage, because only sufficiently 

complex blocks are replaced by secret 

message, and generally, these blocks 

have a lower visual sensibility for Human 

Visual System (HVS). However, although 

the BPCS steganography shows excellent 

properties, regarding hiding capacity and 

imperceptibility, it can be vulnerable to 

the extraction of the hidden message, due 

to its spatial domain data hiding 

realization.  

 Proposed algorithm  

 The secret message embedding and 

extraction process in the proposed system 

are shown by the Figs 1 and 2, 

respectively. In these figures, ECC means  

“Error Control Coding” and IIWT the 

“Inverse IWT”.   Secret message 

embedding process  In the secret 

message embedding process, the cover 

image is decomposed into four subbands 

using the (2,2) IWT given by (1).  Once 

the IWT is applied  to the cover image, 

the BPCS is then applied to the  four 

subbands (LL, LH, HL and HH) in an 

independent manner to select the complex 

blocks, which are replaced by secret 

message.  

Secret message extraction process  

 In the secret message extraction process, 

the IWT is applied to the stegoimage to 

obtain four subbands, which are then 

analyzed using the BPCS and, from them, 

the complex blocks are extracted. These 

blocks are considered the coded secret 

message which is then decoded by using 

the ECC, to obtain the secret message.  

Conclusions  

 This paper proposed a lossless 

steganography system, in which the IWT 

and BPCS are used to get high data hiding 

capacity and low perceptibility. Also an 

Error control coding is introduced in the 

system to increase the robustness of the 

hidden message. The simulation results 

show better performance of the proposed 

system compared with some previous 

works [12]-[14], from the capacity, 

imperceptibility and robustness point of 

view.  
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