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ABSTRACT  

Watermarking algorithms have been widely applied to the field of image forensics recently. 

One of these very forensic applications is the protection of images against tampering. For 

this purpose, we need to design a watermarking algorithm fulfilling two purposes in case of 

image tampering:  

1) detecting the tampered area of the received image and  

2) recovering the lost information in the tampered zones. State-of-the-art techniques 

accomplish these tasks using watermarks consisting of check bits and reference bits. Check 

bits are used for tampering detection, whereas reference bits carry information about the 

whole image. The problem of recovering the lost reference bits still stands. This paper is 

aimed at showing that having the tampering location known, image tampering can be 

modeled and dealt with as an erasure error. Therefore, an appropriate design of channel 

code can protect the reference bits against tampering. In the present proposed method, the 

total watermark bit-budget is dedicated to three groups:  

1) source encoder output bits;  

2) channel code parity bits; and  

3) check bits. In watermark embedding phase, the original image is source coded and the 

output bit stream is protected using appropriate channel encoder. For image recovery, 

erasure locations detected by check bits help channel erasure decoder to retrieve the 

original source encoded image. Experimental results show that our proposed scheme 

significantly outperforms recent techniques in terms of image quality for both watermarked 

and recovered image. The watermarked image quality gain is achieved through spending 

less bit-budget on watermark, while image recovery quality is considerably improved as a 

consequence of consistent performance of designed source and channel codes. Index 

Terms—Image watermarking, fragile watermarking, image tampering protection, self-

recovery, SPIHT, RS channel codes, prime fields. 

INTRODUCTION  DIGITAL imaging has been rapidly 

developing in last two decades, and digital 
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multimedia products are utilized in 

countless applications nowadays. As a 

consequence of this expansive 

development, popular and low-cost access 

to image editing applications challenges 

the integrity of digital images. On the 

other hand, sophisticated techniques are 

required to guarantee the integrity of an 

image or protect it against malicious 

modifications. One common approach is to 

use the hash of the original image. The 

receiver declares the image as unaltered if 

the hash output is the same as the one 

transmitted from the original image [1]–

[3]. Image integrity verification through 

hash requires a secure channel that must 

be reused for each image transmission. 

Since such a channel might be 

unavailable, a more applicable approach is 

to embed the verification data into image 

itself, which is referred to as fragile 

watermarking. Fragile watermarks can be 

used for both authentication of the 

received image and localization of 

tampered zone in case of malicious 

modifications (tampering localization), and 

recovering the image information in the 

lost area (error concealment). Inceptive 

fragile watermarking techniques aim only 

to verify the integrity of image or locate 

the tampered area with limited robustness 

against image processing modifications 

[4]–[9]. More recent methods in the field 

of tampering detection achieve the perfect 

100% localization using watermarks 

robust against wide variety of attacks 

[10]–[13]. On the other hand, 

watermarking algorithms with the purpose 

of error concealment aim to restore 

information in the previously-detected 

tampered parts [14]–[17]. Another class 

of watermarking techniques takes one 

step further and aims to accomplish both 

tasks of tampering localization and error 

concealment via a single watermark. This 

self-recovery watermarking trend, 

initiated by [18], has recently attracted 

growing interest. The problem of image 

self-recovery has been approached in 

numerous ways. In [19], conventional 

error control coding schemes are adopted 

for localization and restoration. Several 

methods embed a representation of an 

original image into itself for the sake of 

self-recovery. In [18], discrete cosine 

transform (DCT) coefficients or reduced 

color-depth version of the host image is 

embedded in the least significant bits 

(LSB) of the original image. This 

representation of the original image can 

also be the first few DCT coefficients of 

each block [20], a binary image generated 

from the difference between the host 

image and its chaotic pattern [21], the 

hash of the original image [22], 

watermark derived from approximation 

coefficients of its wavelet transform [23], 

a vector quantized [24] or halftone [25] 
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version of the original image. Fragile 

watermarks may also be designed for 

specific purposes, such as binary images 

[26], JPEG compressed images [27], 

colored images [28], [29], compression-

resistant [30] or croppingresistant 

applications [31]. Watermark bits in self-

recovery methods are conventionally 

fallen into two categories, namely check 

bits and reference bits. The check bits are 

used to localize the tampered blocks, 

while the reference bits are employed to 

restore the original image in the tampered 

area. Normally for the sake of content 

restoration, reference bits of a certain 

block are always embedded into another 

one. Nevertheless, in some of these 

methods [32], [33], content recovery may 

fail because both the original block and 

the one containing its reference bits are 

detected as tampered. This is called 

tampering problem. To tackle this 

challenge, recent techniques spread the 

representation data of one block over 

entire image [34]–[36]. On the other 

hand, there exists another problem of 

watermark waste, that is, where both 

original data and its reference bits are 

available. For instance, [37] suggests a 

dual watermarking scheme where 

watermarked image carries two copies of 

content data for each block, in order to 

leave a chance of restoration when one 

copy is lost because of tampering. It 

should be kept in the mind that when both 

copies and original data survive the 

tampering, the watermark budget which 

could help the restoration of other 

tampered blocks is wasted. The most 

recent methods also deal with the 

watermark waste problem by offering 

schemes in which the content information 

is derived from several blocks [36]. In our 

proposed algorithm, reference bits are the 

source coded image. This data is derived 

from and then scattered over the whole 

image to overcome both tampering and 

waste problems. The problem of image 

self-recovery is about finding an 

appropriate trade-off between these three 

parameters: the watermarked image 

quality, content recovery quality, and 

tolerable tampering rate (TTR). The size of 

watermark determines the amount of 

imposed distortion and the quality of the 

watermarked image. On the other hand, 

more watermark bits are required to 

achieve higher TTR or better quality in the 

recovered area. Recent methods generally 

dedicate three LSB of the original image 

to watermark embedding and keep 

remaining five most significant bits (MSB) 

unchanged. As examples of this trade-off, 

some methods provide almost error free 

restoration at the expense of very limited 

TTR [38]–[40] or a very low quality of the 

watermarked image [39]. On the other 

side, a few techniques sacrifice the 
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restoration quality to deal with high 

tampering rate [34], [41]. Content 

adaptive schemes have recently been 

proposed to compromise between TTR and 

restoration quality based on specific 

application [42], [43]. This trade-off is 

also observed as constant versus flexible 

restoration. Reconstruction quality decays 

as tampering rate increases for flexible 

methods [35], [36], [41], [44], whereas 

constant fidelity algorithms offer constant 

quality of reconstruction for tampering up 

to a certain limit at the expense of failing 

to restore tampered area beyond that 

limit [34], [35], [39], [40], [43], [45]. We 

approach this trade-off in our image self-

recovery algorithm using these two key 

ideas: i) Modeling image representation 

and reference bit generation as a source 

coding problem; ii) Modeling the 

tampering as an erasure channel while 

handling it with proper channel coding. 

The location of tampered areas being 

identified through check bits, tampering 

can be modeled as an erasure channel, 

where the locations of occurring errors are 

known to the receiver. Erasure modeling 

of tampering has been recently offered 

and exploited in [45] and [46], where the 

authors apply fountain codes [47] to deal 

with it. It should be added that when one 

block 

is marked as tampered, all its carrying 

reference bits are missed. We would 

suggest Reed-Solomon (RS) [48] codes 

with large encoding blocks and over large 

Galva fields to solve the erasure problem. 

Moreover, we treat the challenge of 

finding some representation of the original 

image as a source coding problem. We 

apply the wavelet transform and set 

partitioning in hierarchical transforms 

(SPIHT) source encoding method [49] to 

efficiently compress the original image. 

Therefore, the watermark consists of 

three parts in our algorithm: source code 

bits, channel code parity bits and check 

bits. Source code bits which act as the 

reference bits are the bit stream of the 

SPIHT-compressed original image at a 

desired rate. In order to survive 

tampering erasure, the reference bits are 

channel coded to produce channel code 

bits. Check bits are used at the receiver to 

determine the erasure location for the 

channel erasure decoder. The output of 

channel decoder is source decoded to find 

the compressed version of the original 

image. This work shows that by choosing 

appropriate parameters for source and 

channel encoding, our algorithm 

outperforms existing methods in the same 

watermark payload of three bits per pixel 

(bpp). Nevertheless, since the watermark 

artifacts are significant for embedding in 

three LSB, we would recommend two-LSB 

version of our algorithm and show that its 

performance is still remarkable. 



BERI APARN, et al, International Journal of Computers Electrical and Advanced 
Communication Engineering [IJCEACE]TM 
Volume 1, Issue 12, PP: 153 - 162, AUG - DEC’ 2017. 
 
 

 

 

 

International Journal of Computers Electrical and Advanced Communications Engineering 

                                               Vol.1 (12), ISSN: 2250-3129, AUG - DEC’ 2017                                  PP: 153 - 162                                                                                                                                            

     

RELATED WORKS  

Two major recent image self-recovery 

works with which our proposed method is 

compared are discussed briefly in this 

section. Zhang et. al. propose an image 

self-embedding method based on DCT 

coefficients of the image in [36]. The 

sparse DCT coefficients of the image 

blocks are then undersampled using a 

pseudorandom matrix satisfying the 

restricted isometry property (RIP) 

required for the compressive sensing and 

sparse processing. The resulting projected 

values are then non-uniformly quantized 

and embedded as the watermarked bits. 

The reference data lost due to tampering 

is recovered at the receiver either using a 

comprehensive sensing or compositive 

reconstruction approach depending on 

whether the amount of the surviving 

reference data is below or above a certain 

limit, respectively. The reference data in 

[45] is generated by the least square 

quantization of the DCT coefficients. This 

information is then channel coded with the 

rate λ and embedded as the watermark 

data. Therefore, the λ parameter 

determines the trade-off between the 

quality of the restored image and TTR for 

a certain embedding capacity. The higher 

λ values mean 

lower channelcode protectionand 

hencelower TTR. However, in this case the 

embedding capacity is dedicated more to 

the reference data and the lost data will 

be recovered with a higher quality while 

the tampering rate is below TTR. On the 

other hand, the embedding capacity is 

rather dedicated to the channel coding 

parity bits than reference bits for smaller 

λ cases, in which the restoration is 

possible with low quality for the tampering 

rates up to higher TTRs. 

PROPOSEDWATERMARKING SCHEME  

A. Basics  

The goal of our algorithm is to embed a 

watermark into original image to protect it 

against tampering. It means that the 

watermark must be capable of both 

finding the tampered areas of the received 

image, and recovering the content of the 

original image in those zones. In order to 

achieve this goal, we keep nm most 

significant bits of each pixel unchanged, 

and use the remaining nw bits for the 

watermark embedding. For the purpose of 

image recovery, we compress the image 

using a source encoding algorithm, and 

embed the result as watermark. However, 

some of compressed image information 

might be lost because of image 

tampering; hence the compressed image 

bit stream must be channel coded to 

exhibit robustness against a certain level 

of tampering. In order to detect tampered 

blocks at the receiver, some check bits 

are generated from those parts of image 

which remain unchanged during 
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watermark embedding procedure. These 

check bits are inserted as a part of total 

watermark. As a result, the least 

significant nw bits (LSB) are comprised of 

both channel coded bits and check bits. 

Having tampered blocks known using the 

check bits, tampering can be modeled as 

an erasure error. Therefore, compressed 

bit stream is channel coded using a code 

capable of resistance against certain level 

of erasure. At the receiver, the check bits 

locate tampered blocks. The list of 

tampered blocks identifies erasure 

locations and helps the channel erasure 

decoder to find the compressed image bit 

stream despite the occurring erasure. 

Then source encoded image would be 

decoded and the estimation of the original 

image is recovered. The general 

description of our watermark insertion and 

image recovery procedures are explained 

in this section, but the components 

employed in our algorithm (like the source 

code and channel code) would be 

discussed in more details in Sections IV to 

VI. 

B. Watermark Embedding  

Consider the original image I represented 

as 8-bit gray-scale pixel values. These 

eight bits are divided into four parts: The 

most significant bits (MSB) that will not 

change at the watermark embedding 

phase, check bits, source code bits, and 

channel code parity bits, denoted by nm, 

nh, ns and np, respectively.The nm MSB 

bits of each pixel remainunchanged during 

watermark embedding and will be used 

later for hash generation and image 

reconstruction. The remaining bits are 

used for the purpose of watermark 

embedding. 

Assume the number of image pixels are N 

= N1 × N2, where N1 and N2 stand for 

numbers of rows and columns of the 

original image. We compress the original 

image into Ns = N × ns bits using proper 

source coding algorithm (SPIHT here). A 

channel coding algorithm (Reed-Solomon 

code here) of rate R = ns/nc is applied to 

permuted compressed image bit stream, 

where nc =ns +np. Channel code yields 

Nc = N×nc bits in total. These bits are 

permuted and spread over the whole 

image, which means every pixel will host 

ns source code bits and np channel code 

parity bits. The permutations before and 

after channel coding are generated using 

keys k1 and k2, both derived from a 

secret key K, which is knownto both 

embeddingphase (transmitter end) and 

image reconstruction phase (receiver 

end), to guarantee the security of our 

algorithm. The original image is also 

divided into blocks of size B×B, thus each 

block will host bc = nc × B2 channel code 

bits. These bc bits originally belonged to 

some other blocks, whose rows and 

indices are turned into a binary stream of 
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brc bits called position bits. These brc 

position bits along with bm =nm ×B2 MSB 

bits of each block are used as input to a 

hashgeneratoralgorithm(MD5here),to 

producebh =nh×B2 hash bits. A random 

binary key of length bh fixed over the 

whole image is generated at the 

embedding phase. This key is XORed with 

hash bits to generate bh check bits. These 

bh check bits along with bc channel code 

bits of each block are spread over the 

block which results in replacing last nw = 

nc + nh least significant bits of each pixel 

of the original image, where nw is the 

number of LSB per pixel used for 

watermark embedding. After having all 

blocks processed, watermarked image is 

produced. To summarize, nm MSB of each 

pixel are preserved and nw = 8−nm LSB 

are replaced with watermark bits during 

embedding process. These nw bits consist 

of ns source code bits, np channel code 

parity bits, and nh check bits. nw is not 

necessarily an integer. For instance, one 

may use two or three LSB bits in each 

block for watermark insertion 

alternatively. In this case, we have nw 

=2.5. For the sake of simplicity, we 

assume integer nw (nm) hereafter. In the 

case that nw LSB of each pixel is used for 

the sake of watermark insertion, our 

algorithm is called nw-LSB. Block diagram 

of watermark embedding for 2-LSB 

algorithm is shown in Fig. 1. In this case, 

nw, ns, np and nh are equal to 2, 1, 0.5 

and 0.5, respectively. 

C. Tampering Detection and 

Image Recovery  

The received image which is probably 

tampered is decomposed into blocks of 

size B × B. For each block, position bits 

are found using k2, derived from shared 

secret key. Block bits are decomposed to 

nm MSB bits and nw watermark LSB bits 

per pixel (bpp), which results in bm = nm 

× B2 MSB bits and bw =nw ×B2 

watermark bits. The watermark bit stream 

itself is decomposed into bh =nh ×B2 

check bits and bc = nc × B2 channel code 

bits. brc position bits along with bm MSB 

bits are used to generate bh hash bits. 

The XOR of calculated hash bits and 

extracted check bits is recorded for each 

block. For unaltered blocks, this bit 

stream equals the random key used in the 

embedding phase. 

CONCLUSION  

In this paper, we introduced a 

watermarking scheme to protect images 

against tampering. The watermark bit-

budget falls into three parts, check bits, 

source encoder output bits, and 

channelencoderparitybits. 

Theoriginalimage is sourcecoded using 

SPIHT compression algorithm. The source 

encoder output bit stream is channel 

coded using RS code of a required rate 

and over appropriate field. Since image 
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tampering affects a burst of bits, the RS 

codes over large Galva fields are wise 

choices. On the other hand, check bits 

support the receiver in locating the 

tampered blocks. Therefore, the receiver 

knows the exact location of erroneous 

bits. Tampering is modeled as an erasure 

error in this way. Thus, we need an RS 

channel erasure decoder for image 

recoveryat the receiver. The lengths of the 

channel encoder input and output blocks 

are also taken as long as possible to 

achieve the best performance. Setting up 

the RS channel codes over GF(2t +1) 

instead of G(2t) is another suggestion of 

this paper which greatly simplifies the 

complexity of channel encoder and 

decoder implementation. It is shown that 

our watermarking scheme which replaces 

only two LSB of an image, efficiently 

recovers the tampering up to 33% without 

leaving any noticeable distortion. 

However, if we implement our algorithm 

using 3 LSB, it totally outperforms the 

state-of-the-art methods using the same 

three LSB for watermarking. It should be 

noted that albeit the proposed scheme is 

just implemented for two certain sets of 

parameters, it can be flexibly adapted to 

different applications with different 

purposes, thanks to adaptive rate 

adjustment capability of applied source 

and channel codes. 
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