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Abstract 

Security concerns are widely seen as an obstacle to the adoption of cloud computing solutions. 

Information Flow Control (IFC) is a well understood Mandatory Access Control methodology. 

The earliest IFC models targeted security in a centralized environment, but decentralized 

forms of IFC have been designed and implemented, often within academic research projects. 

As a result, there is potential for decentralized IFC to achieve better cloud security than is 

available today. In this paper we describe the properties of cloud computing— Platform-as-a-

Service clouds in particular—and review a range of IFC models and implementations to 

identify opportunities for using IFC within a cloud computing context. Since IFC security is 

linked to the data that it protects, both tenants and providers of cloud services can agree on 

security policy, in a manner that does not require them to understand and rely on the 

particulars of the cloud software stack in order to effect enforcement. 

Keywords: Cloud, data security, information flow, information flow control (IFC). 

INTRODUCTION 

CLOUD computing has matured into 

providing inexpensive, practical and on-

demand access to computing resources. It 

is realizing utility computing—the vision of 

the Grid and other distributed systems 

before it. One of the least satisfactory 

aspects of cloud computing is the lack of 

assurances about security. Unless cloud 

tenants are able to trust cloud providers, 

the widespread use of cloud computing 

solutions will be severely curtailed. The 

problem of cloud security is challenging 

due to its wide range of legal and technical 

facets results as there are tons of linked 

data sources. Our aim is to develop routing 

plans that can compute multiple sources as 

well as multiple keywords. For this we are 

providing below approach: We are going to 

analyze keyword query routing technique 

for the large number of linked As a solution, 

we argue that data-centric security 

mechanisms such as Information Flow 

Control (IFC)—and Decentralized IFC 

(DIFC) in particular—have the potential to 

enhance substantially today’s cloud 

security approaches. We envision future 

secure cloud computing platforms that 

support the attachment of security policies 

to data and use these policies at runtime to 

control where user data flows. Such data-

centric security mechanisms, which track 

or enforce information flow, can improve 

cloud security in many ways. First, 

developers are given the ability to 

coordinate with the cloud provider and 

control how user data propagates in a cloud 

platform. This facilitates compliance with 

regulatory frameworks. Second, multi-

tenancy, i.e. the practice of sharing 

services between cloud tenants, becomes 

more secure because the cloud platform 

can impose checks to enforce security 

policies despite flaws in the services 

themselves. Third, tracking data flows 

across different services offers the cloud 

provider a way to log sensitive operations 

on tenant data rigorously, thus improving 

accountability. 

In order to search such data we use 

keyword search techniques which employ 

keyword query routing. To decrease the 

high cost incurred in searching structured 

results that span multiple sources, we 
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propose routing of the keywords to the 

relevant databases. As opposed to the 

source selection problem [2], which is 

focusing on computing the most relevant 

sources, the problem here is to compute 

the most relevant combinations of sources. 

The goal is to produce routing plans, which 

can be used to compute results from 

multiple sources. For selecting the correct 

routing plan, we use graphs that are 

developed based on the relationships 

between the keywords present in the 

keyword query. This relationship is 

considered at the various levels such as 

keyword level, element level, set level etc.   

The rest of the paper is organized as 

follows: Section II describes about the 

existing study conducted by other 

researchers; Section III describes about 

the proposed framework; Section IV 

discusses about the experimental analysis 

of the system. At last, concludes in Section 

V.  

RELATED WORK 

In this section we give an overview of the 

three main categories of cloud service 

provision (IaaS, PaaS, SaaS). For each, we 

discuss the typical approaches used to 

secure them. We then introduce 

Information Flow Control and discuss 

cross-cutting legal and security concerns.  

1) Cloud Computing and Security 

 Cloud computing [6] is the latest 

incarnation of utility computing: the notion 

that computing services can be provided in 

a manner that is abstracted away from the 

computing resource itself. A key aspect is 

the sharing of resources to increase their 

utilization: the consequent economy of 

scale offered to cloudprovidersallows them 

to sell slices of resource on demand in a 

cost effective manner. Over the years, 

technology developments and tradeoffs 

often caused computing provision to switch 

between centralized and decentralized 

computing 

2) Infrastructure as a Service (IaaS) 

Clouds: 

IaaS customers rent computing resources 

directly. This form of cloud computing 

allows tenants most flexibility over the 

software they use but requires most effort 

from them: they are responsible for the 

configuration and customization of the 

resources, IaaS was the first widely 

available commercial cloud type, initiated 

by Amazon’s launch of their EC2 service,1 

and made possible by the widespread 

availability of efficient open source 

hardware virtualization [8]. Other notable 

providers include Rackspace,2 Joyent,3 

Google, and Microsoft. IaaS resources are 

usually provided to tenants in the form of 

Virtual Machines (VMs). There have been 

significant recent developments in the 

management of VM templates, which ease 

the deployment of new VMs 

3) Platform as a Service (PaaS) Clouds 

 PaaS customers must develop their 

applications using languages and service 

APIs specified by the cloud provider. The 

supported languages are typically those 

most popular for web-development. The 

services provided include facilities such as 

key-value stores, relational databases, 

caching systems and various 

platformspecific functionalities. For 

example, the Google App Engine,4 

supports three programming 

languages(Python, Java and Go) and 

provides APIs to interact with Google 

accounts, send e-mail, manipulate images 

and use various types of persistent 

storage. A major incentive for cloud 

tenants to use PaaS services is that the 

APIs often give a “scale out” capability, 

transparently deploying more or fewer 

resources as required. The tenant need not 

be concerned with how the PaaS system 

achieves expansion under high load. 

Achieving equivalent scalability of 

infrastructure in an IaaS context would 

involve setting up services on a large 

number of VMs. 
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PROPOSED FRAMEWORK 

A Model for Centrally Specified IFC: In 

1975 Denning proposed a model for secure 

information flow. DIFC should not impose 

an unacceptable performance overhead 

and it is important that application 

developers using cloud-provided IFC are 

aware of the trust assumptions inherent in 

the IFC provision. We plan to address these 

challenges in our future work. Particular – 

have the potential to enhance substantially 

today’s cloud security approaches. We 

envision future secure cloud computing 

platforms that support the attachment of 

security policies to data and use these 

policies at runtime to control where user 

data flows. We therefore believe that DIFC 

may be a useful tool to help cloud providers 

comply with regulation and audit this 

compliance more easily in future. 

 

 

Fig. 1 Proposed Architecture  

1.1 Risk : 

 As a result, the correctness of the 

data in the cloud is being put at risk due 

to the following reasons. First of all, 

although the infrastructures under the 

cloud are much more powerful and reliable 

than personal computing devices, they are 

still facing the broad range of both internal 

and external threats for data integrity. 

Examples of outages and security 

breaches of noteworthy cloud services 

appear from time to time. Secondly, for 

the benefits of their own, there do exist 

various motivations for cloud service 

providers to behave unfaithfully. Towards 

the cloud users regarding the status of 

their outsourced data. Examples include 

cloud service providers, for monetary 

reasons, reclaiming storage by discarding 

data that has not been or is rarely 

accessed or even hiding data loss 

incidents so as to maintain a reputation. 

 

1.2 Data Security: 

As users no longer physically 

possess the storage of their data, 

traditional cryptographic primitives for the 

purpose of data security protection cannot 

be directly adopted. Thus, how to 

efficiently verify the correctness of 

outsourced cloud data without the local 

copy of data files becomes a big challenge 

for data storage security in Cloud 

Computing. Note that simply downloading 

the data for its integrity verification is not 

a practical solution due to the 

expensiveness in I/O cost and 

transmitting the file across the network. 

Besides, it is often insufficient to detect 

the data corruption when accessing the 

data, as it might be too late for recover 

the data loss or damage.  

1.3 Audit Procedure:  

 Considering the large size of the 

outsourced data and the user’s constrained 

resource capability, the ability to audit the 

correctness of the data in a cloud 

environment can be formidable and 

expensive for the cloud users. Therefore, to 

fully ensure the data security and save the 

cloud users’ computation resources, it is of 

critical importance to enable public 

auditability for cloud data storage so that 

the users may resort to a third party 

auditor (TPA), who has expertise and 

capabilities that the users do not, to audit 

the outsourced data when needed. Based 

on the audit result, TPA could release an 

audit report, which would not only help 

users to evaluate the risk of their 

subscribed cloud data services 
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Fig. 2. Query Annotation process 

EXPERIMENTAL RESULTS 

In this section we examine and classify the 

IFC design space with a view to cloud 

deployment. Cloud computing has 

particular needs in terms of information 

flow security. Fig. 3 illustrates possible 

requirements for two cloud-hosted, 

interacting applications. Data isolation 

must be provided between compartments 

of the applications, and data flows tracked 

and/or enforced on input, output and inter-

compartment and application 

communication 

a)  Static Methods: Static methods for data 

flow analysis, while not directly relevant 

to the runtime enforcement of IFC in the 

cloud, can be used for certifying that 

cloud software components and their 

interactions are safe before their 

deployment. In the case of PaaS for 

example, this may allow a verified 

trusted base to be developed on top of 

which cloud tenants can build their 

applications. 

 

Fig.3. COMPARISON OF DIFFERENT 

CLOUD-RELEVANT FACETS OF 

EXISTINGDIFC SYSTEMS 

b) Security Typed Languages: This 

enables the enforcement of non-

interference where data belonging 

to one security category cannot 

interfere with another—to ensure 

confidentiality and integrity as 

appropriate. Further, as programs 

are compostable, they can be 

combined into a larger program that 

also enforces non-interference  

 

The Processes of the Asbestos Web Server. 

Blue, pink and purple represent trusted, 

untrusted and semi-trusted processes 

respectively. 

     C)  Runtime IFC Methods: Runtime 

enforcement of IFC in the cloud is the main 

focus of this paper. First, we outline a 

simple runtime technique, taint tracking. 

a) Runtime Taint Tracking: It is a 

minimal form of IFC; a technique for 

analyzing and enforcing data flow in 

applications [53]. It assumes only two 

types of data: tainted/untainted which 

might be secret/public (to capture 

confidentiality) or untrusted/trusted (to 

capture integrity). 

b) Runtime Label Tracking: Taint-

tracking systems can be seen as the 

simplest form of runtime IFC. More general 

runtime IFC methods will manage many 

different, and possibly orthogonal, notions 

of data security in their label metadata 

CONCLUSION 

We believe that DIFC is most appropriately 

integrated into a PaaS cloud model—which 

can be tested by augmenting existing open 

source implementations such as VMware 

CloudFoundry9 and Red Hat OpenShift.10 
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We have discussed how DIFC has been 

used to protect user data integrity and 

secrecy. In order to apply these techniques 

to a cloud environment a number of 

challenges need to be overcome. These 

include: selecting the most appropriate 

DIFC model; policy specification, 

translation, and enforcement; audit logging 

to demonstrate compliance with legislation 

and for digital forensics. DIFC should not 

impose an unacceptable performance 

overhead and it is important that 

application developers using cloud-

provided IFC are aware of the trust 

assumptions inherent in the IFC provision. 

We plan to address these challenges in our 

future work. Security concerns are a major 

disincentive for use of the cloud, 

particularly for companies responsible for 

sensitive data. We believe that augmenting 

existing approaches to cloud security with 

DIFC is a promising way forward. 
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