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Abstract:  Multipath routing typically offer various advantages for wireless multihop networks. Among these advantages, in this project, we 
give attention to secure multipath routing with the entire notion from the information-theoretic safety measures. The rate allocation dilemma for 
multipath routing is regarded to increase the throughput from your source node into a destination node together with information theoretic 
safety measures constraints as being a linear optimisation problem. 

 
1. INTRODUCTION 
 
Today, Multipath routing for wireless multihop networks (e.g., 
wireless ad hoc or mesh networks) has been extensively 
investigated as it can be robust against failure of some wireless 
links (due to fading or interference) and offer the flexibility for load 
balancing. In multipath routing with maximally disjoint paths is 
considered to prevent some nodes from being congested by 
splitting traffics into multiple paths. In multipath routing is exploited 
for efficient and reliable video communications over wireless 
multihop networks. While various multipath routing protocols have 
been developed as effective means for reliable transmissions in 
wireless multihop networks, there are also sceptical views on 
multipath routing. It is shown that multipath routing could be less 
effective than single-path routing unless the number of multipaths 
is sufficiently large. Furthermore, it is pointed out that multipath 
routing can suffer from the interference in wireless multihop 
networks due to broadcasting nature of wireless communications. 
 
Despite the sceptical views above, multipath routing is still 
important to overcome the inherent unreliability of wireless links in 
wireless multihop networks. Exploiting the notion of diversity 
coding, a robust multipath routing scheme which transmits blocks 
of a coded packet through different disjoint paths1 is proposed. 
The size of each block per path is optimized to maximize the 
probability of successful transmission based on the binary erasure 
channel (BEC) modelling for each path. In wired networks, 
multipath routing could be more secure than single-path routing to 
defend against intruders. This security issue also exists in 
wireless multihop networks 
 

II. PREVIOUS WORK 
 

Providing multiple routing paths between any source destination 
pair of nodes has been proved tope very useful in the context of 
wired networks. The general understanding is that dividing the 
Row among n number of paths instead of using a single path 
results in a better balancing of load throughout the network. In the  
 
 
 

context of mobile ad hoc networks. Several multipath routing 
protocols have been proposed. The performance of these 
protocols has been mainly studied through simulations. Recently 
some papers have studied different aspects of multi-path routing 
by providing analytical models.  They have introduced an analytic 
model for evaluating the load balance in an ad hoc network under 
single shortest path routing. For multi-path routing, they assume 
that load is uniformly distributed throughout the network, 
regardless of the number of paths used, and how these paths are 
chosen. 
 
We have shown that in any ad hoc network with a huge number of 
nodes. when the first I< shortest paths are used for routing, multi-
path routing can balance the load better than single-path routing 
only if we use a very large number of paths (i.e.. a large fraction of 
the total number of nodes in the network) between any source-
destination pair of nodes. Since the discovery (and maintenance) 
of such a large number of paths is very costly, building such a 
system seems to be infeasible. We conclude that simply using 
multiple shortest path routes instead of a single-path does not 
improve the load balance. Therefore, we need to carefully design 
distributed multi-path load splitting strategies in order to get a 
better load balance. [1] 
 
Determining the capacity region for general multi terminal 
networks has been a long-standing open problem. An outer bound 
for the capacity region is proposed. This outer bound has a nice 
min-cut interpretation: The rate of flow of information across any 
cut (a cut is a partition of the network into two parts) is less than 
the corresponding cut-capacity. The cut-capacity is defined as the 
maximum rate that can be achieved if the nodes on each side of 
the cut can fully cooperate and also use their inputs as side 
information. 
 
The difficulty in multi terminal information theory is that this outer 
bound is not necessarily tight. For instance, for the single relay 
channels introduced, no known scheme achieves the min-cut 
outer bound. However, for a class of network problems called 
multicast problems in wireline networks, it is shown that the max-
flow min-cut outer bound can be achieved. A multicast problem  
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comprises one or more source nodes at which information is 
generated, several destinations that demand all information 
available at the source nodes, relay nodes, and directed 
communication channels between some nodes. It is assumed 
that each channel is statistically independent of all other 
channels. Also, as the name suggests, the communication 
between different nodes is done through physically separated 
channels. This means that the communication between two 
particular nodes does not affect the communication between 
others. In this setup, the maximum achievable rate is given by 
the minimum cut-capacity over all cuts separating the source 
nodes and a destination node. Because of the special structure 
of wire-line networks, the cut-capacity for any cut is equal to the 
sum of the capacities of the channels crossing the cut. 
 
This remarkable result for wire-line networks is proved by 
performing separate channel and network coding in the network. 
First, we perform channel coding on each link of the network, so 
as to make it operate error free at any rate below its capacity. 
This way, the problem is transformed into a flow problem in a 
graph where the capacity of each edge is equal to the 
information- theoretic capacity of the corresponding channel in 
the original network. If there is only one destination node, 
standard routing algorithms for finding the max-flow (min-cut) in 
graphs achieve the capacity. However, when the number of 
destinations is more than one, these algorithms can fail. The key 
idea is to perform coding at the relay nodes. By linear codes are 
sufficient to achieve the capacity in multicast problems. These 
ideas are formulated in an algebraic framework and generalized 
to some other special network problems.  
 
Since then, there has been a lot of research on the benefits of 
coding over traditional routing schemes in networks from 
different viewpoints such as network management, security, etc. 
In a wireless setup, however, the problem of finding the capacity 
region is more complicated. The main reason is that unlike wire-
line networks, in which communication between different nodes 
is done using separated media, in a wireless system the 
communication medium is shared. Hence, all transmissions 
across a wireless network are broadcast. Also any 
communication between two users can cause interference to the 
communication of other nodes. These two features, broadcast 
and interference, present new issues and challenges for 
performance analysis and system design. The capacity regions 
of many information- theoretic channels that capture these 
effects are not known. For instance, the capacity region for 
general broadcast channels is an unsolved problem. The 
capacity of general relay channels is not known. However, there 
are some achievable results based on block Markov encoding 
and random binning. These ideas have been generalized and 
applied to a multiple relay setup. [2] 
 
Multipath routing is promoted as an alternative to single path 
routing for its potential to address issues such as route failure 
and recovery, and network congestion. In energy constrained 
networks such as ad hoc networks and sensor networks, it has 

been demonstrated that multipath routing achieves higher 
performance than single path routing resulting in overall lower 
power consumption. Recently, proposals for multipath routing in 
wireless networks have flourished, the main contributions 
focusing on either improving path reliability through the 
establishment of backup paths or on optimizing network resource 
utilization via load distribution among several paths. Various path 
selection strategies have been proposed with differences in the 
parameters to optimize (packet drop ratio, overhead, or end-to-
end delays), the level of fault tolerance required, or the 
congestion avoidance strategy (link-disjoint vs. node-disjoint 
paths). Several multipath routing approaches consisted in 
adapting prominent single path routing protocols such as AODV 
and DSR for multiple paths routing, by modifying the forwarding 
process of resource requests and the information maintenance 
at intermediary nodes. These works have considered some (or 
all) of the constraints pertaining to ad hoc networks: node 
mobility, energy limitations, high network density and limited 
computation capabilities. However, only a few works have 
actually considered the effect of interference in multipath routing 
and, to the best of our knowledge, none has provided an 
analytical evaluation of the network performance in this context. 
 
Route coupling 
 
In wireless communications, severe performance degradation 
can result from interference of concurrent data transmissions. 
The shared transmission medium constrains all nodes in the 
interference range of a sender or receiver to inactivity until 
completion of the ongoing communication. When adopting a 
multipath strategy, this problem is further exacerbated as, in 
order to increase the nominal throughput beyond what single 
path routing would offer, it is necessary to guarantee that the 
chosen paths do not interfere with each other. The set of paths 
between a source node s and a destination node t can be of two 
sorts: 
 
 Link-disjoint paths: one communication link cannot be 

shared by several paths. 
 Node-disjoint paths: a same node cannot be part of 

several paths. 
 
To account for the potential interference between concurrent 
data transmissions, it is important to distinguish the two following 
subcases, in which distinct paths can be: 
 
1) edge-connected and therefore interfere. This phenomenon of 
interference between two (or more) paths is known as route 
coupling. 
 
2) O-edge-connected and do not interfere. This latter case is 
referred to as totally disjoint paths in the remainder of this paper. 
 
Multipath routing vs. Single path routing 
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To estimate the benefits of multipath routing over single path 
routing, we run several simulations in the ns-2.28 network 
simulator. IEEE 802.11b is used as the underlying MAC protocol 
and UDP as the transport protocol. The routing is static and no 
overhead due to route establishment is accounted for. The 
network is composed of a source node and a destination node 
located 6 hops apart. We evaluate the throughput for a single 
path strategy, a multipath strategy with totally disjoint paths and 
a multipath strategy with interfering paths (the paths are 100m 
apart). A single flow is sent from Node 0 to Node 6. 
 

 
 

 
Fig. represents the throughput measured at the destination node.  
 
We can observe that the highest performance is achieved in the 
multipath scenario without interference, whereas the 
performance significantly decreases when interference is 
introduced and with single path routing. This result corroborates 
the necessity of using non interfering paths when a multipath 
routing strategy is adopted. 
 
Throughput Estimation: 
 
Although we are focusing in this paper on the evaluation of the 
throughput in a totally-disjoint 2-shortest path problem, a similar 
method can be applied to address the k-shortest paths routing 
problem. Let A and B be a source-destination pair and F a node 
part of a path between A and B. The evaluation of the throughput 
at F necessitates evaluating the traffic generated by the node 
itself and the traffic forwarded by F but generated by nodes 
geographically distant from F. 
 
Therefore, the throughput computation can be broken into two 
steps: 
 
Step 1: Determine the maximum number of paths going through 
node F. 
 
Step 2: Determine the probability of participation of Node F in the 
forwarding process. Indeed, being geographically located on the 
trajectory between A and B does not necessarily imply a node 
participation in the forwarding process. For instance, if the 

communication between node A and node B necessitates 4 
hops, only 3 relay nodes are needed, although more nodes 
(depending on the network density) can be potential candidates. 
[3] 
 
Recently, there has been considerable interest in supporting 
video applications in multi-hop wireless networks (e.g., ad hoc 
networks or mesh networks). The dynamic characteristics 
associated with multi-hop wireless networks (e.g., mobility, 
topology change, radio fading and loss) have posed some 
unique challenges for video communications. Existing routing 
protocols for such networks (e.g., OLSR, DSR, and AODV) 
mainly focus on network layer connectivity problem and do not 
have explicit consideration for video application requirements. As 
a result, such single layer (network layer) approaches are not 
optimal to support video applications. In this paper, we 
investigate the important problem of how to design routing 
protocols so as to optimally support video applications in multi-
hop wireless networks. We aim to develop a cross-layer 
approach where the routing decision takes explicit consideration 
of the application layer objective function. In other words, the 
routing engine at the network layer will not only find routes for 
connectivity, but will find optimal routes such that the application 
layer performance metric (e.g., PSNR) is maximized. 
 
Throughout this investigation, we will employ multiple description 
(MD) video as our target application. MD video is an important 
coding technique for error resilience and control for multimedia 
applications and has been recognized as an ideal candidate for 
video streaming in multi-hop wireless networks. Under MD 
coding, multiple equivalent streams (or descriptions) are 
generated for a video source for transmission. At the receiver, 
any received subset of these descriptions can be combined to 
reconstruct the original video and the quality of the reconstructed 
video is commensurate with the number of received descriptions. 
This video coding technique is drastically different from 
traditional layered video coding. 
 
From cross-layer routing perspective, the problem is to find a set 
of routes (or paths) in multi-hop wireless networks, one for each 
video description such that the video distortion is minimized. The 
optimal multipath routing problem considered in this paper is 
formulated into a mixed-integer non-linear programming (NLP) 
problem. Such problems are shown to be NP-hard in general. In 
a previous work, we studied this problem and addressed it using 
Genetic Algorithms (GA). Although GA is an effective algorithm, 
it nevertheless is a meta-heuristic which does not provide any 
performance bounds on how close the solution is to the optimal. 
As a result, a theoretical result for multipath routing for MD video 
remains an open problem. [4] 
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III. PROPOSED SYSTEM 
 
While most multipath routing schemes consider malicious nodes 
which can stop the communication in wireless multihop 
networks, in this project, we deal with a different security issue 
where some nodes become eavesdroppers in multipath routing. 
Eavesdropper nodes (ENs) can behave normally and forward 
packets from a source node (SN) to a destination node (DN). 
Thus, there is no means to detect whether or not some nodes on 
multipaths are ENs, although each pair of SN and DN does not 
want that ENs can succeed to decode the message from the SN 
to DN. 
 
With three nodes (SN, DN, and EN), a security problem can be 
formulated with a wiretap channel model to address a 
fundamental security limit in terms of information theory. In the 
context of wireless communications, recently, information-
theoretic security (ITS) has been extensively investigated. It is 
noteworthy that the ITS in this project is different from that as we 
assume that eavesdroppers would be some of the nodes on 
multipaths. Using the notion of ITS, we can consider an optimal 
rate allocation for multipaths in multipath routing to maximize the 
throughput subject to the ITS constraint which prevents any 
EN(s) from successful decoding the message from the SN to 
DN. 
 

 
IV. RESULTS 
 
The concept of this paper is implemented and different results 
are shown below, The proposed paper is implemented in NS 
2.34 on a Pentium-IV PC with minimum 20 GB hard-disk and 
1GB RAM. The propose paper’s concepts shows efficient results 
and has been efficiently tested on different wireless scenarios. 
 

 
 
Fig. 1 Graphs shows flooding attack for packet delivery ratio. 
 
 
 

 
 
Fig. 2  Graphs shows flooding attack for latency 
 

 
 
Fig. 3 Graphs shows wormhole attack for packet delivery ratio  
 

 
 
Fig. 4 Graphs shows wormhole attack for routing overhead
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V. CONCLUSIONS 
 
In this paper, we studied multipath routing with the SEC 
modelling for each wireless link for wireless multihop networks. 
Adopting the notion of ITS, we derived the optimal rate allocation 
problem with ITS constraints as a linear optimization problem. 
Asymptotic behaviours of the multipath routing with equal rate 
allocation had been analysed for a large number of multipaths. 
We observed that the optimal rate allocation with ITS constraints 
for the multipath routing can provide not only a higher probability 
of ITS routing, but also a higher throughput as more multipaths 
are available. 
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