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Abstract—Denial of service Attack is connected with Service (DDoS) attack is usually a 

critical threat to the Internet, and botnets tend to be the engines behind them. 

Sophisticated botmasters try and disable alarms by mimicking your traffic habits of adobe 

flash crowds. This poses a vital challenge to people that defend against DDoS problems. In 

each of our deep study of the size as well as organization connected with current botnets, 

we found which the current attack flows tend to be more similar to each other compared 

to the flows connected with flash packed areas. Based within this, we suggested a 

discrimination algorithm when using the flow relationship coefficient to be a similarity 

metric amid suspicious flows. 
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I. INTRODUCTION 

 

 In this paper, we present a novel flow similarity-

based approach to discriminate DDoS attacks 

from flash crowds, which remains an open 

problem to date. Distributed Denial of Service 

(DDoS) attacks pose a critical threat to the 

Internet. A recent survey of the 70 largest 

Internet operators in the world demonstrated 

that DDoS attacks have increased dramatically in 

recent years. Moreover, individual attacks are 

becoming stronger and more sophisticated. 

Motivated by huge financial rewards, such as 

renting out their botnets for attacks or collecting 

sensitive information for malicious purposes, 

hackers are encouraged to organize botnets to 

commit these crimes. Furthermore, in order to 

sustain their botnets, botmasters take advantage 

of various antiforensic techniques to disguise 

their traces, such as code obfuscation, memory 

encryption, fresh code pushing for resurrection, 

peer-to-peer implementation technology, or flash 

crowd mimicking. Flash crowds are unexpected, 

but legitimate, dramatic surges of access to a 

server, such as breaking news.  

 

 

 

 

 

 

To Motivated by huge financial rewards, such 

as renting out their botnets for attacks or 

collecting sensitive information for malicious 

purposes, hackers are encouraged to organize 

botnets to commit these crimes. Furthermore, in 

order to sustain their botnets, botmasters take 

advantage of various antiforensic techniques to 

disguise their traces, such as code obfuscation, 

memory encryption, fresh code pushing for 

resurrection, peer-to-peer implementation 

technology, or flash crowd mimicking. Flash 

crowds are unexpected, but legitimate, dramatic 

surges of access to a server, such as breaking 

news. One powerful strategy for attackers is to 

simulate the traffic patterns of flash crowds to fly 

under the radar. This is referred to as a flash 

crowd attack. 

 

In this paper we find new feature of flow 

similarity to defeat flash crowd attacks under 

current botnet size and organization. It is the 

first work in this field to the best of our 

knowledge. Within the relevant literature, flash 

crowd attacks continue to be a challenge. Our 

work sheds light on a new perspective in 
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addressing this problem at the network layer. 

The proposed algorithm works independently of 

specific DDoS flooding attack genres. Therefore, 

it is effective against unknown forthcoming 

flooding attacks. The proposed correlation 

coefficient-based method is delay proof. This 

property is very effective against explicit random 

delay insertion among attack flows.  

 

II. PREVIOUS WORK 

The Internet was originally designed for 

openness and scalability. The infrastructure is 

certainly working as envisioned by that yardstick. 

However, the price of this success has been poor 

security. For example, the Internet Protocol (IP) 

was designed to support ease of attachment of 

hosts to networks, and provides little support for 

verifying the contents of IP packet header fields. 

This makes it possible to fake the source address 

of packets, and hence difficult to identify the 

source of traffic. Moreover, there is no inherent 

support in the IP layer to check whether a source 

is authorized to access a service. Packets are 

delivered to their destination, and the server at 

the destination must decide whether to accept 

and service these packets. While defenses such 

as firewalls can be added to protect servers, a 

key challenge for defense is how to discriminate 

legitimate requests for service from malicious 

access attempts. 

 

If it is easier for sources to generate service 

requests than it is for a server to check the 

validity of those requests, then it is difficult to 

protect the server from malicious requests that 

waste the resources of the server. This creates 

the opportunity for a class of attack known as a 

denial of service attack. 

 

A denial of service (DoS) attack aims to deny 

access by legitimate users to shared services or 

resources. This can occur in a wide variety of 

contexts, from operating systems to network-

based services. On the Internet, a DoS attack 

aims to disrupt the service provided by a network 

or server. It can be launched in two forms. The 

first form aims to crash a system by sending one 

or more carefully crafted packets that exploit 

software vulnerability in the target system. For 

example, the “ping-of-death” attack sends a 

large International Control Message Protocol 

(ICMP) ping packet that is fragmented into 

multiple datagrams to a target system, which can 

cause certain operating systems to crash, freeze, 

or reboot due to buffer overflow. The second 

form is to use massive volumes of useless traffic 

to occupy all the resources that could service 

legitimate traffic. While it is possible to prevent 

the first form of attack by patching known 

vulnerabilities, the second form of attack cannot 

be so easily prevented. 

 

The original aim of the Internet was to provide 

an open and scalable network among research 

and educational communities. In this 

environment, security issues were less of a 

concern. The occurrence of the Morris Worm in 

1988 marked the first major computer security 

incident on the Internet. However, at that time, 

the world was not as dependent on the Internet 

as it is now.  

 

Unfortunately, with the rapid growth of the 

Internet over the past decade, the number of 

attacks on the Internet has also increased rapidly. 

According to CERT, the number of reported 

Internet security incidents has jumped from six 

in 1988 to 82,094 in 2002 and to 137,529 in 

2003. Due to the excessive number of security 

incidents, CERT has decided not to publish the 

number of incidents reported since 2004. The 

growth in the number of incidents reported 

between 1998 to 2003 is shown in Figure. In 

2005, the Computer Security Institute (CSI) and 

the FBI released a survey on the prevalence and 

character of computer crime based on the 

responses from 700 securities 
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DoS and DDoS Attacks 

DoS attacks generally achieve their goal by 

sending large volumes of packets that occupy a 

significant proportion of the available bandwidth. 

Hence, DoS attacks are also called bandwidth 

attacks. The aim of a bandwidth attack is to 

consume critical resources in a network service. 

Possible target resources may include CPU 

capacity in a server, stack space in network 

protocol software, or Internet link capacity. By 

exhausting these critical resources, the attacker 

can prevent legitimate users from accessing the 

service. 

 

A crucial feature of bandwidth attacks is that 

their strength lies in the volume rather than the 

content of the attack traffic. This has two major 

implications:  

 

(1) Attackers can send a variety of packets. 

The attack traffic can be made arbitrarily similar 

to legitimate traffic, which greatly complicates 

defense.  

 

(2) The volume of traffic must be large enough 

to consume the target’s resources. The attacker 

usually has to control more than one computer to 

generate the attack traffic. Bandwidth attacks are 

therefore commonly DDoS attacks.  

 

A typical DDoS attack contains two stages as 

shown in Figure. The first stage is to compromise 

vulnerable systems that are available in the 

Internet and install attack tools in these 

compromised systems. This is known as turning 

the computers into “zombies.” 

 

 
 

In the second stage, the attacker sends an 

attack command to the “zombies” through a 

secure channel to launch a bandwidth attack 

against the targeted victim(s) [Dietrich et al. 

2000]. Note that the packets in the attack traffic 

may use a fake source IP address in order to 

make it harder for the target of the attack to 

identify the source of the attack traffic. 

 

The number of coordinated sources in a DDoS 

attack can vary from dozens to hundreds or more 

than 100,000 compromised machines. A 

prominent example is that during the spread of 

the “Code Red” worm, over 300,000 “zombie” 

machines were compromised to launch a denial 

of service attack on the White House Web site. 

 

There are several unique features of DDoS 

attacks that make effective defenses extremely 

difficult to design. First, the traffic volume 

generated by a DDoS attack can exceed 10 Gb/s 

[ARBOR 2005], which can occupy the capacities 

of most corporate Internet links, and exceed the 

throughput of many network security devices. 

Second, the attack packets come from many 

sources and can be geographically distributed, 

which makes IP source trace back extremely 

difficult. Third, the traffic from each attack 

source of a DDoS attack does not need to be 

conspicuous to constitute a powerful attack. 

Therefore, DDoS attack traffic will tend to appear 

“legitimate,” which makes it extremely difficult to 

filter attack traffic without disrupting legitimate 

traffic. In particular, this type of DDoS attack can 

appear similar to a flash crowd, which occurs 

when a large number of legitimate users access a 

server at the same time. 

 

Botnets 

These days, online computers, especially those 

with a high-bandwidth connection, have become 

a desirable target for attackers. Attackers can 

gain control of these computers via direct or 

indirect attacks. Direct attacks refer to sending 

packets containing a malicious payload that 

exploits a vulnerable computer, for example, an 

un-patched Windows home PC. Generally, these 

attacks are conducted via automated software so 

that the number of compromised computers can 

be maximized in a short period. The requirement 

for launching direct attacks is that publicly 
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available services on the targeted computers 

contain software vulnerabilities. For example, the 

Blaster Worm spread by exploiting vulnerability 

in the Remote Procedure Call (RPC) service, 

which allowed malicious code to be executed in 

the remote host. Unfortunately, this kind of 

vulnerability occurs frequently and has been 

increasing. 

 

Botnet Communication: A common way for 

attackers to control the bots is to use Internet 

Relay Chat (IRC) channels. IRC is a form of real-

time communication over the Internet. It is 

mainly designed for group (many-to-many) 

communication in discussion forums called 

channels, but also allows one-to-one 

communication. Once installed in the 

compromised computers, the bot will 

automatically join a specific IRC channel on an 

IRC server, and wait there for further instructions. 

These compromised computers that can be 

managed by the attacker through the IRC 

channel are called a botnet. 

 

In fact, IRC channels are not the best solution 

for an attacker to communicate with the bots in 

terms of efficiency and robustness. With 

increases in botnet size, IRC channels are likely 

to be congested. Moreover, relying on IRC 

servers for communication creates a single-point-

of-failure. In fact, removing the IRC server used 

by the botnet has proved to be an effective DoS 

attack defense approach. There are two main 

reasons that explain why IRC-based bots are so 

popular. First, IRC servers are freely accessible 

to the public, and they are easy to set up. 

Second, many attackers are familiar with IRC 

communication. However, future botnets can use 

non-IRC-based communication, for example, by 

making use of decentralized and encrypted peer-

to-peer communication. 

 

Botnet Function: Botnets can be used for a 

wide variety of purposes. Nevertheless, DDoS 

attack capability is a common feature of botnet 

software. Generally, each type of botnet software 

contains a set of flooding mechanisms, such as 

SYN flood, ICMP flood, and HTTP flood. A set of 

sophisticated configuration commands are 

provided to control the attack parameters, such 

as sending rate and packet size. Another 

important feature of botnets is the ability to 

update software from a remote server. In this 

way, an attacker can fix existing software bugs 

and add new functions into the botnet software. 

For example, an attacker can instruct all bots to 

download a new type of flooding mechanism to 

defeat a DDoS protection system. Hence, the 

botnet owner has the capability to design a 

specific attack for a particular target, and 

maximize the similarity between attack traffic 

and legitimate traffic. As noted by Davis, 

attackers are now using open source software 

development methodologies to improve the 

effectiveness of botnet software by making it 

easier for multiple contributors to develop and 

test new software features. [1] 

 

It is widely accepted that botnets pose one of 

the most significant threats to the Internet. For 

the most part, this belief has been supported by 

the conjecture that at any moment in time, there 

is a large collection of well connected 

compromised machines that can be coordinated 

to partake in malicious activities at the whim of 

their botmaster(s). Indeed, the potential threat 

of botnets comprising several hundred thousand 

bots has recently captured the headlines of the 

press, but the question of size itself, continues to 

be a point of debate among the research 

community.  

 

In particular, the question of how we arrive at 

size estimates, or more importantly, just what 

they mean, remains unanswered. As a case in 

point, while earlier studies have proposed a 

number of techniques to measure the size of 

botnets, they provide very inconsistent estimates. 

For example, while Dagon et al. established that 

botnet sizes can reach 350,000 members, the 

study of Rajab et al. seems to indicate that the 

effective sizes of botnets rarely exceed a few 

thousand bots. Clearly, something is amiss.  

 

While the topic of large botnets has certainly 

captured the attention of academicians and 

practitioners alike, there seems to be little, if any, 

agreement on what specifically the size of a 

botnet refers to. Arguably, the only consensus 

seems to be that a botnet’s size is the main 

determining factor of its perceived impact. 

However, unlike other classes of malware (e.g., 
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worms), where the size of the infected population 

determines the impact of the outbreak, botnet 

size can convey several meanings. Therefore, to 

clear the fog on this issue, we start by providing 

different definitions of botnet size and detail the 

context in which each definition is relevant. 

 

In what follows, we draw the distinction 

between two main terms. First, we denote a 

botnet’s footprint as the overall size of the 

infected population at any point in its lifetime. 

While this measure reflects how wide spread a 

botnet infection is, it fails to capture the actual 

capacity of the botnet to execute a particular 

command issued by the botmaster at any given 

point in time. Second, we consider the botnet’s 

live population as the number of live bots 

simultaneously present in the command and 

control channel. Therefore, unlike its footprint, 

the live population of a particular botnet indicates 

the botnet’s capacity to perform a malicious task 

posted as a command message by the botmaster. 

 

Generally speaking, the estimation techniques 

we survey belong to two broad categories based 

on the information used. Next, we elaborate on 

each category, detailing the estimation 

techniques, their challenges, and their relevance 

in light of the aforementioned notions. The first 

category includes techniques that directly count 

bots connecting to a particular server. Two main 

variants are relevant here: infiltration and 

redirection.  

 

Botnet Infiltration: An obvious way to learn 

several aspects of a botnet’s activity is to 

infiltrate the botnet by joining the command and 

control channel. Botnet infiltration provides 

valuable information about several malicious 

activities such as DDoS attacks as shown earlier 

by Freiling et al. In our earlier work, we used 

botnet infiltration to provide in-depth analysis of 

several facets of botnets, including inferring their 

membership by directly counting the bots 

observed on individual command and control 

channels. To achieve this, we developed a 

lightweight IRC tracker. In a nutshell, the tracker 

intelligently mimics the behavior of actual bots 

and joins a number of botnets, all the while 

recording any information observed on the 

command and control channel. This information 

may include the identities of all active bots. In 

this case, the botnet’s footprint is simply the 

total number of unique identities observed on the 

channel over the entire tracking period. Similarly, 

the botnet’s live population is measured by 

counting the number of bots simultaneously 

present on the channel at a particular time. In 

some cases, this estimate can also be derived 

from the IRC server’s welcome message. 

 

Despite its simplicity, this technique suffers 

from a number of limitations. First, botmasters 

may suppress bot identities from being 

transmitted to the channel and in doing so render 

this technique useless. Second, even when this 

information is available, counting can lead to 

different estimates depending on whether we 

count the fully qualified unique user IDs or the IP 

addresses be it cloaked or plain. As we show 

later, temporal population variations due to bot 

cloning and temporary migration of bots 

complicate this issue even further. What this 

means is that it is difficult to provide an accurate 

bot count in these cases, as distinguishing 

between actual bots and temporary clones or 

migrants is nontrivial. 

 

III. PROPOSED SYSTEM 

 

A. Network Flow and Flow Strength 

In this module for a given router in a local 

network, we cluster the network packets that 

share the same destination address as one 

network flow. In the network, some routers are 

the edge routers, and the server is the potential 

victim that we try to protect. There are two 

incoming flows, which might come from two edge 

routers. They merge at one router and both are 

addressed to the potential victim, and enter the 

network via different paths. We sample the 

number of packets for a given network flow with 

a given time interval. Therefore, a network flow 

can be represented by a data sequence and the 

index of network flows, and denotes the element 

in a data sequence. For example, if the length of 

a given network flow Xi is N, then the network 

flow can be expressed in terms of X1, X2….XN 

and represents the number of packets that we 

counted in the kth time interval for the network 
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flow. The router may have many network flows 

at any given point in time. For a network flow Xi, 

let the length of the network flow be N. We 

define the expectation of the flow as the flow 

strength of Xi, Flow strength represents the 

average packet rate of a network flow, and can 

define the attack strength.   

B. Flow Fingerprint 

In this module for a given network flow Xi with 

length N, its fingerprint is the unified 

representation of Xi, namely, and we obtain the 

following relationship between a network flow 

and its fingerprint, the current botnets, employ 

the same program to  generate attack packets. 

Furthermore, in order to achieve the purpose of 

denial of service, each bot has to generate as 

many attack packets as they can, usually with a 

very short delay between two attack packets. 

This indicates that flow fingerprint does exist in 

attack flows for a given botnet. Let Xi and Xj be 

two network flows with the same length N, then 

the correlation between the two flows is defined. 

The correlation is used to describe the similarity 

of different flows. However, in some cases, it 

may indicate zero correlation although the two 

flows are completely correlated but with a phase 

difference. Therefore, the flow finger print is 

modified using the position shift of flow Xj. 
 

C. Flow Correlation Coefficient 

In this module Xi and Xj be two network flows 

with the same length N. We define the 

correlation coefficient of the two flows which is 

used to indicate similarity between two flows. It 

is sometimes the case that two similar flows may 

have a phase difference which will decrease the 

correlation coefficient. This is easy computed 

because we can shift one flow to match the other, 

and take the maximum value of the correlation 

coefficients to represent the similarity of two 

flows..  

D. Similarity Based Detection 

In this module we present the similarity-based 

detection method against flash crowd attacks. 

For a given network, we set up an overlay 

network on the routers that we have control over. 

We execute software on every router to count 

the number of packets for every flow and record 

this information for a short term at every router. 

Under this framework, the requirement of 

storage space is very limited and an online 

decision can be achieved. A real network may be 

much more complex with more routers and 

servers. However, for a given server, we can 

always treat the related network as a tree, which 

is rooted at the server. We must point out that 

the topology of the network has no impact on our 

detection strategy, whether it is a graph or a tree, 

because our detection method is based on flows 

rather than network topology. Once an access 

surge on the server occurs, our task is to identify 

whether it is a genuine flash crowd or a DDoS 

attack. According to our proposal, when a 

possible DDoS attack alarm goes off, the routers 

in the network start to sample the suspected 

flows by counting the number of packets for a 

given time interval. When the length of a flow, N, 

is suitable, we start to calculate the flow 

correlation coefficient between suspected flows. 

Suppose we have sampled M network flows, we 

can obtain the flow correlation coefficient of any 

two network flows and indicator for the similarity 

of flow Xi and Xj, has only two possible values: 1 

for DDoS attacks and 0 otherwise. In general, we 

may have more than two suspected flows in a 

community network. This means we can conduct 

a number of different pair wise comparisons, and 

the final decision can be derived from them in 

order to improve the reliability of our decision. 

 

IV. RESULTS 

 

The concept of this paper is implemented and 

different results are shown below, The proposed 

paper is implemented in Java technology on a 

Pentium-IV PC with minimum 20 GB hard-disk 

and 1GB RAM. The propose paper’s concepts 

shows efficient results and has been efficiently 

tested on different Datasets.    
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Fig. 1 Proposed system performing DDOS 

Detection.  

 

 
 

Fig. 1  The above graph shows Network Traffic 

 

 

 

 

Fig. 3 The above graph shows Flash Crowd Traffic  

 

 
 

Fig. 4 The above graph shows Flash Crowd attack 

and Network traffic 

 

V. CONCLUSIONS 

In this paper, we tried to discriminate flash 

crowd attacks from genuine flash crowds, which 

is a tough and open problem for researchers. We 

found that DDoS attack flows possess higher 

similarity compared with that of flash crowd flows 

under the current conditions of botnet size and 

organization. We used the flow correlation 

coefficient as a metric to measure the similarity 

among suspicious flows to differentiate DDoS 

attacks from genuine flash crowds. We 

theoretically proved the feasibility of the 

proposed detection method, and our experiments 

confirmed the effectiveness of the discrimination 

method within the current botnet size and 

organization. We also discussed the possible 

antidetection methods from the attackers’ 

perspective. 
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