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Abstract: Ad-Hoc networks are the self structured, controlled and configured networks that are capable of operating themselves 
without using any specific communications and infrastructures. Basically, here exist three different types of Ad-hoc networks such 
as MANET- mobile ad-hoc networks, wireless mesh networks as well as wireless sensor networks. In general, the black hole 
attacks that take place in the networks are been categorized into two different types such as RREQ based black hole attack and 
RREP based black hole attack. This paper deals with the performance evaluation of AODV under the black hole attacks by using 
the OPNET simulator. 

1. INTRODUCTION 

Ad-hoc On Demand Distance Vector (AODV) Protocol was initially 
introduced by MANET (Mobile Ad-hoc Networks) working Group 
in year 2001 for routing. This protocol was one among DV 
(Distance Vector Routing Protocols) class. In DV, each of the 
node be familiar with its neighbor node and even know the cost to 
reach that particular node. Here, the function of node is to uphold 
its own routing table, store the entire nodes in network and the 
distance and next hop to this node. In case, whenever the node is 
not reachable then the distance for that particular node is kept to 
infinity. All nodes in the network sends the whole routing table 
periodically to its neighbors so that the node can verify whether 
there is a good route to another node by making use of its 
neighbor as next hop. In this process if a link breaks then 
automatically count-to infinity enables 
 
According to the views of David A. Maltz (2001) nowadays, ad-
hoc networks are playing significant role in the networking 
processes which includes different types of routing protocols that 
are used for managing the routing process within the mobile 
Adhoc networks. The Uni-cast as well as multicast are the two 
different routing processes that take place in Adhoc networks and 
this particular process is performed by the Adhoc networks with 
use of the AODV- Adhoc on demand distance vector protocol. 
This AODV protocol involves a basic algorithm that performs 
different tasks such as on demand process through which the 
main routing processes will be managed by using different nodes 
that are present in the networks. 

  
 
 
 
 
 

Parikshit Machwe (2006) stated that in order to add or change the 
predefined rotes associated with the different types of network 
parameters such as bandwidth as well as congestion the different 
rules are passed to the Adhoc networks. In order to connect the 
nodes within the networks, the AODV protocol will make use of 
the tree based structure that contains different groups related to 
multicast routing process. In general, the AODV protocol is a type 
of reactive protocol which is having similar characteristics of the 
proactive routing protocols. The proposed analysis is to perform 
the performance evaluation process of AODV under the black 
hole attacks by making use of the OPNET 
 
Clifton Lin (2008) opined that routing protocols will make use of 
the routing tables for the purpose of managing the routing process 
because they appear in static nature which has fixed routing 
process through which there are not capable of managing the 
configuration changes that take place in the network topology. 
Reactive routing protocols are known as the on demand routing 
protocols which appear in dynamic nature and are highly capable 
of managing the entire configuration changes that take place in 
the network topology. Whereas, hybrid routing protocols are 
integrated with the proactive as well as reactive routing protocol 
characteristics and will work on multiple conditions and performs 
the both tasks done by proactive and reactive protocols.   
 
II.PROPOSED ANALYSIS 
 
The proposed analysis includes the following steps 
 
 To analyze the information on ad-hoc networks in 

association with routing protocols 
 To evaluate the information on different MANET 

attacks within ad-hoc networks 
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 To design the scenarios of OPNET for evaluating the 
AODV performance under black hole attacks 

 To use the OPNET simulation tool for developing the 
design scenarios 

Mobile ad hoc network is used for evaluating the performance of 
AODV routing protocol under black hole attacks and thus in this 
context a simple MANET is simulated using OPNET. Wireless 
LAN mobile workstations are used as the mobile clients and in 
this scenario a total of 26 mobile nodes are used. They are 
dragged from the object palette towards the workspace 
Application configuration is used to set the applications used 
across the network and in this scenario FTP and Web 
applications are used. 
 
Application Configuration settings 
 
Application configuration object is used to define the required 
applications that generate the traffic over the network. 
Application configuration object has an option to create any 
number of applications and in this simulation two applications are 
used like FTP (File Transfer Protocol) and Web. Required 
configurations are used to set the applications and the 
corresponding screenshot is as given in figure 1.It can be 
understood that there are two applications used like FTP where 
medium load is imposed over the network and for the Web 
application a simple HTTP is used with heavy browsing. Once 
the required applications are create now the corresponding 
profiles should be created to support the application traffic and 
the corresponding procedure is given in the next section 
 
Profile configuration 
 
There are two applications across the network and to generate 
the required application traffic corresponding profiles need to be 
created. Profile configuration object is used to create the profile 
and as there are two application two profiles are created and the 
corresponding screenshot is as given in figure 2 
 

     
 

Figure 1: Application Configuration settings 
 

 

 
 

Figure 2: Profile Configuration settings 
 
It is clear that there are two profiles like FTP and Web and the 
corresponding settings are done. Start time offset for both the 
profiles is set to a constant value of 100 seconds and duration is 
set to end of simulation. Once the profiles are created now all the 
mobile nodes and the wireless LAN server should support the 
corresponding application traffic 
 
Mobility configuration 
 
Mobility configuration is required to set the mobility patterns for 
all the 26 mobile nodes used across the simulation. There are 
number of mobility models available for simulation and in this 
scenario default random way point mobility is used and the 
corresponding screen is as given in figure 3 
 

 
 

Figure 3: Mobility configuration 
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Default random way point is used as the required mobility model 
for the mobile nodes. Speed of the mobile nodes is set o a 
constant value of 50 seconds, pause time I set to 0 seconds, 
start time is set to a constant value of 15 seconds and the stop 
time is till end of the simulation. Once the mobility model is set 
for the mobile nodes across the network now the nodes should 
support the mobility 
 
Mobile nodes and wireless LAN server configurations 
 
As discussed in the previous sections there are 26 mobile nodes 
and a single wireless LAN server and these mobile nodes acts 
as application clients and WLAN server acts as application 
server. For communication among these clients and server 
always a protocol is required and in this simulation AODV is 
used as the required routing protocol 
 

 
 

Figure 4: Mobile nodes and wireless LAN server configurations 
 

All the mobile nodes and the wireless LAN server are selected 
and similar settings are done. Now all the nodes and server 
communicates using the AODV protocol and as the main aim of 
this simulation is to evaluate the performance of AODV under 
black hole attacks the corresponding AODV attributes are 
modified due to the attacks in the next scenario. In this scenario 
default AODV routing protocol parameters are used. Once the 
AODV routing protocol is set for the simulation now the next 
process is to assign the application traffic to the mobile 
nodes.Mobile nodes are assigned to source of both the FTP and 
Web profiles and the WLAN server is assigned to FTP and Web 
server. Now the mobile nodes act as the FTP and Web clients 
and the WLAN server acts as both the FTP and Web server. 
Now all the mobile nodes should support the mobility model 
created across the mobile configuration object 
 

 
 
Figure 5: Mobile configuration object 
 

Set mobility profile is used to set the mobility defined across the 
mobile configuration and as the mobility used is default mobility 
all the mobile nodes now follow the corresponding mobility 
patterns. 
 

 
Figure 6: Corresponding mobility patterns 

 

III.RESULTS 
 
Number of hopes per route indicates the overall hopes traversed 
during the communication process and it plays an important role 
in evaluating the performance of AODV routing protocol. The 
actual number of hopes traversed across the route by the three 
scenarios is given in figure 7 
 

 
 
Figure 7:  Number of hopes per route
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It is clear that across the first scenario the number of hopes is 
constant at the beginning of simulation and later it was 
decreased against its normal working conditions. When the case 
with attacks scenario is considered the number of hopes 
traversed is always increasing and also more when compared to 
rest of the scenarios. 
 
Route discovery time indicates the overall time taken to discover 
the route across the communication process. Route discovery 
time depends on several factors like the overall traffic over the 
network and the nature of the applications and the actual 
comparison of the scenarios 

 

 
 

Figure 8: Route discovery time in different routes 
 

Across the first scenario the route discovery time is 
constant at the beginning of simulation and later it was 
decreased against its normal working conditions. When the 
case with attacks scenario is considered the discovery time 
is high initially and later on decreased due to increase 
number of hopes when compared to rest of the scenarios. 
In the third scenario a standard route discovery time is 
recorded and this indicates that the performance of AODV 
has increased even in case of black hole attacks. 
 
IV.CONCLUSION 

 
Main aim of this simulation is to evaluate and improve 
performance of AODV routing protocol under black hole 
attacks. Mobile ad hoc network (MANET) is simulated 
using OPNET modeler and three scenarios are created. 
First scenario has normal MANET working conditions with 

AODV routing protocol, second scenario has black hole 
attacks and third scenario has improved AODV working 
conditions. AODV routing protocol parameters and 
wireless LAN parameters are configured to simulate the 
black hole attacks and same parameters are used to 
improve the AODV performance and overall network and 
application performance. 
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