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Abstract:  This paper presents a novel method of safety content filtering exploiting incremental induction of decision trees. Via defining an 
appropriate attribute space, this approach adapts the security content filtering task to online incremental induction of decision trees learning 
framework. Experiments on benchmark datasets show that this technique dells well with safety content filtering task.  

 
1. INTRODUCTION 
 
With  the  rapid  development  of  the  Internet,  knowledge 
sharing via Internet has become very popular in the world. 
However, Internet is a relatively free cyber-space filled with all 
kinds of contents. It not only can be an effective media tool, but 
also  may  be  exploited  by  malicious  people  to  release 
reactionary,  pornographic  and  violent  content  and  therefore 
diverse social impact. In addition, in some business systems, such 
as power, there are strictly isolated networks, the so-called 
internal network and external network, which have different 
security  levels  requiring  that  the  classified  information  of 
internal  network  must  not  be  leaked  to  external  network. 
Therefore,  it  is  necessary  to  establish  an  effective  security 
content filtering system. 
 
Mostly, the realization of content filtering technology is based on 
understanding the content of text. It determines the topic of text 
according to the characteristics of text information. In general, the 
keywords appearing in the text represent the basic elements of 
the text topic. Therefore, content filtering system  expresses  the  
filter  requirements  by  keywords.  The specific operating models 
include Boolean model, Vector space models  and  probabilistic  
models.  Vector  space  model  and probabilistic model must first 
establish positive and negative examples of the template. The 
template, which is trained by initial instance, is not a good 
characterization of classification of the text. So it needs to be 
updated constantly. He Jing, etc., discussed  the  improved  
technology  of  filtering  template  of Vector  space  models [1].  
Zeng  Chun,  etc.,  discussed  the method of updating template in 
Vector space and probabilistic model and the comparison 
between the two models [2]. 
 
Decision trees [1] learning is a method, which approximates the 
discrete-value-object function. In this way the function by learning 
is expressed a decision tree. Then the trees can be expressed  by  
many “if-then”  rules  again.  Decision  trees learning is generally 
applicable for the task that the instance can  be  expressed  by 
 
 
 

 “attribute-value”,  target  function  has discrete output values, and 
the descriptions can be extracted. The  core  of  these  tasks  is  
to  classify  the  sample  to corresponding  category  with  proper  
discrete  value.  Such problems are often referred to as 
classification problems. ID3 (Iterative  Dichotomiser 3) [3]  and  C 
4.5[4-5]  algorithm proposed by Quinla is not suitable for 
incremental learning [6]. Schilimmer and Fisher proposed ID4 
(Iterative Dichotomiser 4) incremental induction of decision trees 
in  1986, and further constructed an incremental learning system 
[7] according to the above ID4 algorithm in 1987. Utgoff proposed 
another decision trees ID5 (Iterative Dichotomiser 5), and 
proposed an improved algorithm based on ID5 [8], named ID5R. 
Utgoff discussed the complexity  between  ID3  and  the  algorithm  
of  incremental decision-trees induction in ID4, ID5 and ID5R. 
Utgoff pointed out  that the complexity of ID5R  was  better  in  
incremental induction of decision trees. In 1997, also Utgoff 
proposed an improved version of ITI (Incremental Tree Inducer) 
[9]. That version was better for the classification problem of 
continuous numeric in incremental data set. 
  
This paper presents an implementation of the safety content filtering  
via  incremental  of  decision  Trees.  It  modifies  the representation 
of traditional vector space model. By extracting the key words and 
generalizing and scoring to common words, it  transforms  the  
feature  vector  of  documents  to  the  low-dimension “attribute-
value” vector, which will be processed by decision  trees.  It  
produces  a  framework  of  safety  content filtering system based 
on incremental decision trees, which can learn training data set with 
ITI incremental decision trees. 
 
Section  II  of  this  paper  discusses  the  representation  of attribute 
vector, which can be fit to decision trees to process and  the  
dimension  reduction  methods  for  high-dimensional content 
feature vectors. Section III describes the framework of safety 
content filtering system based on incremental decision trees. 
Section IV discusses how to train the decision trees by the  
algorithm  of  ITI  incremental  decision  trees.  Section  V analyzes 
the results of the experiments. Section VI concludes the paper and 
gives the possible future work. 
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II. REREPRESENTATION OF TESTING ATTRIBUTE OF 
DECISION TREES 

 
Although the learning method of decision trees is suitable for the 
instance by numeric "attribute  - value", decision tree will 
significantly improve the classification accuracy for some of the 
problems in reality if the instances can be represented by 
meaningful  discrete  “attribute -  value” rather  than by non-
meaningful numeric value. This paper proposes numerical type 
"attribute  - value" pairs and discrete-type "attribute  - value" pairs 
for instance, and gives further analysis of the advantages and  
disadvantages  in  incremental  decision  tree  learning  by 
applying the two representations. 

 
A.   Representation for the instance by numeric “attribute-value” 
 
The  method  of  the  numeric  representation  is  similar  to 
method of taking feature vectors from the instance of text based 
on vector model. 

 
Firstly, the content filtering system based on vector model 
separates  the  words  from  the  text  with  the  broken  word 
dictionary.  Secondly,  the  system  computes  weight  of  each 
word of the text by Equation (1), and gets the word vector D’ = 

(w1 , w2 ,…, wn ,…, wn’) of the text. After deleting the common 
words “noise” which have smaller weight, the system gets the 
feature vectors of the text D = (w1 , w2 ,…, wn). Thirdly, the 
system computes the cosine metric between the feature vectors. 
The less the angle between the two feature vectors is, the more 
the cosine is. So the possibility that text to be filtered out will 
increase. 
 

   
 
According to Utgoff’s analysis in [6], there are two main factors  to  
determine  the  complexity  of  decision  trees.  One factor is the 
calculation cost produced in calculation positive instance set and 
calculation negative instance set when new records join, i.e., 
Instance-count additions. The other factor is the  calculation  cost  
produced  when  measuring  selected classified attribute, i.e., E-
score calculations. Assuming that the training dataset contains n 
instances and d candidate attributes Utgoff points that the worst 
cost of ID3 is the lowest. Id5R and ITI’s worst cost are lower 
among the incremental decision trees learning algorithms. The 
worst cost in the case of instance-count  is O (n d b d ) .  The  best  
cost  of  E-score  calculations is O( n b d ) .  
The  dimension  of  the  text  feature  vectors corresponds to the 
number of candidate attributes, so we must restrict the dimension 
of the feature vectors. In addition, the component  of  feature  
vectors  is  continuous  according  to Equation (1). According to 
the discussion about discretization of continuous numeric data, 

here we select one simple cut-point-selection to merge continuous 
value’s attribute. 

 
Therefore  the  instance  set  represented  by  the  numeric 
“attribute-value” obtained is Σ={D1  ,D2  ,…,Dn}, Di  =  (w1  ,w2 
,…,wd). Here wj instance is calculated according to Equation 

 
(1). It is the most important d components in feature vectors in text,  
and  d  is  the  number  of  candidate  attribute.  The discretization 
of continuous attribute wj is implemented in the process of training 
decision trees. 

 
B.   Representation for the instance by discrete “attribute-value” 
 
Keywords are the important elements reflecting contents of text.  
Generally,  one  topic  corresponds  to  several  different keywords. 
One given key word belongs to one topic. Therefore, if all 
keywords appearing in one document belong to one topic, we  can  
determine  with  very  great  confidence  that  the document’s topic 
is just the topic reflected by keywords. 

 
However, it is possible that keywords appearing in one document 
do not belong to only one topic. That is to say, the keywords are 
inconsistent. To solve the problem, we adopt one flexible-weight 
calculation on keywords. Say, after calculating the results by 
Equation (1), we calculate the flexible-weight of keywords by 
Equation (2). 

vk wk 
 
 
In Equation (2) above, δ is the flexible-weight factor of key words, 
and we assume that δ of every keywords are identical for 
simplifying our discussion. In fact in practical settings, δ can  be  
determined  adaptively  by  using  the  ground-truth keyword-
document dataset. 

 
We sort the selected keywords in descend order. Because the 
foremost keyword’s vk is the maximum, it can best reflect the  topic  
of  the  document.  Let  the  foremost  keyword  be Attribute 1,  and  
so  on.  Finally  we  can  get  d0  candidate attributes, that is to 
say, the value range of <attr0, attr1, … , attrd0-1> attribute is the 
topic corresponding to keywords. 

 
However,  sometimes  one  document  may  be  lack  of keywords 
or even have no keywords. Supplementing keywords from other 
words generalization in this document can alleviate this  problem.  
Considering  that  there  are  thousands of  non-keywords, the real 
meaning will lose in the calculation if we count the non-keywords 
directly. So if we are able to extract the generalizing meaning of 
non-keywords, the abstract ability of statistic and calculation will be 
improved. We generalize the part of words in the document by a 
dictionary at first. For example, we generalize Beijing, Nanjing, 
Shanghai and other cities  as  Chinese  city,  and  generalize  
UNIX,  LINUX, Windows-XP and other systems as OS, and so on. 
We regard the generalized non-keywords as secondary keywords 
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whose flexible weight factor θ is less than flexible weight factor δ of 
keywords. Then we calculate the vk of secondary keywords using  
Equation (1)  and  Equation (2).  After  sorting  the secondary with 
vk, similarly we can get d1 candidate attribute, namely  <attrd0, 
attrd0+1,  …, attrd0+d1-1>. The value range of attribute is abstract 
concept range by generalization. 
 
For other  words in document  but not  in dictionary,  we execute 
the calculation using Equation (1) directly, and then round the 
result, in other words, its flexible weight factor is 1.Let the d2 verbs 
which have the most weight be d2 candidate attribute, namely 
<attrd0+d1, attrd0+d1+1,…, attrd0+d1+ d2-1>. The range value of 
attribute is defined as the word characteristic, such as noun, verbs, 
and so on. 
 
So, the representation method for the instance of discrete 
“attribute-value” we designed contains three parts: keywords part 
B0, secondary keywords part B1 and common words part B2. 
Each part contains three components, i.e., d0, d1 and d2. All of the 
above form the “attribute-value” of document D = (B0, B1, B2), i.e., 
(3): 
 
D(v00,v01,,v0d 0,v10,v11,,v1 d 1,v20,v21,,v2d 2) 
 
According to the discussion in section A, the dimension of 
“attribute-value” should not be too high, and the number of 
selected value of each attribute should not be too large. So we 
adjust d0, d1 and d2 in experiments, and make sure that the sum 
of d0, d1 and d2 is not more than d. (d is a small constant.) 
According to the above discussion, the range value of attribute is 
constrained in limited discrete space, and the number of selected 
value can be controlled in affordable range. 
 
III. SAFETY CONTENT FILTER SYSTEM BASED ON 
INCREMENTAL DECISION TREE 
 
Similar to other  classification  system based  on machine learning, 
the safety content filter system based on incremental decision tree 
is divided into two stages: one is training stage based on dataset 
instances, the other is the classification of unknown  instances.  
Fig. 1  gives  the  framework  of  safety content filtering based on 
incremental tree we designed. (It is the representation of the 
instance based on discrete “attribute-value”, and the numeric 
representation is similar to it.) 
 
In training stage, after the instance document is tokenized and the 
results are computed by Equation (1) and Equation (2), the 
“attribute-value” vector D of the document is obtained. The safety 
content filter system based on incremental decision tree adds the 
vector D into decision tree according to the algorithm of ITI 
incremental decision tree, and rebuilds the decision sub-tree 
effectively according to the following discussion in section 3 to 
reflect the latest result of decision tree training. If needed, decision 
tree can export the corresponding  “if-then” rule set (Rule1, 
Rule2,…, Rulen). 
 

In the stage of filtering for unknown document, the system 
tokenizes and computes the “attribute-value” as similar as the 
training stage. Then the system classifies the document either 
according to the trained decision trees which the leaf node of 
decision tree indicates the classification of the document or 
according the “if-then” rules exported from the decision tree. Fig. 1 
shows the above process. 

 
Figure 1.    Framework of safety content filtering system based on 
incremental decision tree. 
 
When the training instance set increases, the incremental decision 
tree modifies the decision tree dynamically to avoid high cost of 
rebuilding the whole decision tree. 
 
IV.   THE PROCESS OF INCREMENTAL DECISION TREE’S 
TRAINING 
 
Training  ID3  decision  tree  is  a  process of  building  the decision 
tree recursively by giving a set of training instances. By calculating 
information gain, the process can find the best attribute in 
classification ability to be test attribute of the root node of the tree. 
Then it generates one branch for each possible value  of  root  
node’s  attribute,  and  arranges  the  training instances  into  
appropriate  branch (i.e.,  branch  of  sample’s attribute). Then the 
process repeats the whole execution, and selects the best test 
attribute at this node according to every training sample associated 
branch node. The leaf node of ID3 decision tree is just the 
classification of instances. 
 
Because we sort the attribute by weight when designing the 
“attribute-value” vector, we can make sure that the top attribute 
has the best classification ability. The attributes in the front have 
the highest possibility to be selected as test attributes. 
 
In  order  to  modify  the  current  decision  tree  with  new 
instances efficiently and rapidly to reflect the latest training result, 
certain information of training instance sets must be reserved  in  
nodes  of  decision  tree  to  achieve  incremental learning of 
decision tree. In ID5R and ITI, Utgoff defined two types of nodes in 
decision tree. One is leaf node or answer node which contains the 
name of classification and the instance set belonging to the 
classification in this node. The other is non- 
leaf-node or decision node. It contains: 
 
A test attribute and its corresponding branch, the count of positive 
instances and negative instances in every branches. 
 
Set of non-test-attribute and the count of positive and negative 
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instances recorded according to possible value of every attributes. 
 
According to ITI, we add the discrete “attribute-value” into the  
decision  tree.  We  first walk  along  the  branches  of the decision 
tree with vector D and get to the leaf node as much as possible.  If  
the  instance  represented  by  D  belongs  to  the classification 
indicated by leaf node, the algorithm will simply add  the  instance  
into  the  instance  set  of  classification corresponding to leaf 
node. If not, the algorithm will try to transform the leaf node to 
decision node and select the best test attribute to be placed at the 
decision node according to test standard. Because leaf node has 
been transform to decision node, the instance set of original leaf 
node will be moved to corresponding branch recursively according 
to attribute value of test attribute. 
 
According to Utgoff’s discussion, in order to make sure that every 
decision node following the current decision node has select  the  
best  test  attribute,  the  test  attribute  of  following decision node 
must be examined to determine whether it is the best or not in the 
process of modifying the decision tree. If it is not  the  best,  the  
corresponding  sub-branch  must  select recursively the best test 
attribute of decision node. 
 
V.    EXPERIMENT RESULT 
 
According  to  the  framework  of  safety  content  filtering system  
based  on  incremental  decision  tree,  we  trained  and filtered 
documents  with numeric and discrete representation respectively. 
For numeric vector, we made the dimension of vector (d) 5, 10, 15 
and 20 respectively and inspected how the number  of  dimension  
of “attribute-value”  vector  made  a difference to the accuracy of 
classification. For discrete vectors, we made d0 + d1 + d2 = d = 
20, that is to say, we fixed the number of vector 20. By adjusting 
d0, d1 and d2, we inspected how the number affected the 
accuracy of classification. 
 
We  sampled  1000  documents  with  computer  topic  as training 
instance, sampling 100 documents’ increment to train decision  
tree,  and  sampling 500  documents  with  different topics to 
inspect the ability of classification of decision tree in different 
stages. 
 
Fig. 2 shows that the accuracy of classification of decision tree 
grows with the training instance increasing but approaches the 
stable state slightly, and the experiment with dimension 15 is 
better than others with other dimension. This indicates that too   
lower   dimensional   vectors   cannot   be   a   good 
characterization of the characteristics of an instance, and higher 
dimensional vectors can bring larger “noise”. 
 
 

 
 
Figure 2.    Experiment result of numeric vectors. 
 
Fig. 3  also  shows  that  the accuracy of  classification  of 
decision tree grows with the training instance increasing. But  
how to select the value of d0, d1 and d2 is important to affect the 
accuracy of classification. When d0=0, the curve is situated at 
the lowest position. When d0=20 the ability of classification of 
decision tree is not as good as when d0=5. Therefore, when 
keywords in one document are not enough to represent the topic  
of  the  document,  sub-keywords  and  other  techniques should 
be complemented to enhance the ability of classification 
 

 
 
Figure 3.    Experiments result of discrete vectors. 
 
VI.   CONCLUSION AND FUTURE WORK 
 
Learning and classification via decision tree is one of the most  
widely  used  algorithms  of  inductive  reasoning.  The 
incremental decision  tree  further  enhances  the capacity and 
flexibility of decision tree. Applying incremental decision tree 
learning to the safety content filtering provides another solution 
to the important branch of prominent network security. In our 
current work, we find that good ability of tokenization and 
generalization  can  enhance  the  classification  accuracy  of 
decision tree. In the next step we will focus on improving the 
representation of the two attribute-value proposed in this paper 
in order to achieve a better indicator of classification.   
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