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Abstract:  Double Guard is an Intrusion Detection System for multitier web applications. Several traditional existing  IDS proposed in the 
earlier for detecting the attacks. Double Guard, an IDS system that models the network behaviour of user sessions across both the front-end 
web server and the back-end database. By monitoring both web and subsequent database requests Using this double guard we were able to 
rectify attacks with 100% accuracy. This paper presents a survey about various techniques used to detect the attack s in multitier web 
applications. 

 
1. INTRODUCTION 
 
Unfortunately, applications have been found to contain many 
security vulnerabilities, due to a combination of unsafe 
development tools and a historical lack of security awareness 
among developers. In addition, the risks are magnified when 
vulnerable software is deployed in the context of the Web, since 
applications are typically widely accessible and often have access 
to sensitive information. These factors have naturally resulted in 
web-related vulnerabilities receiving substantial attention from the 
criminal underground. As a consequence, the incidence of data 
breaches, online fraud, and other crimes resulting from the 
exploitation of web application vulnerabilities continues to rise, 
and, therefore, it is essential to protect applications and systems 
connected to the Internet against such attacks. 
 
Due to their ubiquitous use for personal and/or corporate data, 
web services have always been the target of attacks. These 
attacks have recently become more diverse, as attention has 
shifted from attacking the front end to exploiting vulnerabilities of 
the web applications [3], [2], [1] in order to corrupt the back-end 
database system. A plethora of Intrusion Detection Systems 
(IDSs) currently examine network packets individually within both 
the webserver and the database system. However, there is very 
little work being performed on multitier Anomaly Detection (AD) 
systems that generate models of network behavior for both web 
and database network interactions. In such multitier architectures, 
the back-end database server is often protected behind a firewall 
while the web servers are remotely accessible over the Internet. 
Unfortunately, though they are protected from direct remote 
attacks, the back-end systems are susceptible to attacks that use 
web requests as a means to exploit the back end. 
 
For instance, we observed that the backend queries can vary 
based on the value of the parameters passed in the HTTP 
requests and the previous application state. Sometimes, the same  
 
 
 
 

application’s primitive functionality (i.e., accessing a table) can be 
triggered by many different WebPages. Therefore, the resulting 
mapping between web and database requests can range from 
one to many, depending on the value of the parameters passed in 
the web request. 
 

However, there is very little work being performed on 
multitiered Anomaly Detection (AD) systems that generate 
models of network behavior for both web and database 
network interactions. In such multitiered architectures, the 
back-end database server is often protected behind a 
firewall while the web servers are remotely accessible over 
the Internet. Unfortunately, though they are protected from 
direct remote attacks, the back-end systems are susceptible 
to attacks that use web requests as a means to exploit the 
back end. 
 
RELATED WORK 
 
1. Toward Automated Detection: 
 
Web applications are the most common way to make 
services and data available on the Internet. Unfortunately, 
with the increase in the number and complexity of these 
applications, there has also been an increase in the number 
and complexity of vulnerabilities. Current techniques to 
identify security problems in web applications have mostly 
focused on input validation flaws, such as cross site 
scripting and SQL injection, with much less attention 
devoted to application logic vulnerabilities. Application logic 
vulnerabilities are an important class of defects that are the 
result of faulty application logic. These vulnerabilities are 
specific to the functionality of particular web applications, 
and, thus, they are extremely difficult to characterize and 
identify. 
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2. Client-Side XSS Filters: 
 
Cross-site scripting flaws have now surpassed buffer over-flaws 
as the world's most common publicly-reported security 
vulnerability. In recent years, browser vendors and researchers 
have tried to develop client-side filters to mitigate these attacks. 
We analyze the best existing filters and find them to be either 
unacceptably slow or easily circumvented. Worse, some of these 
filters could introduce vulnerabilities into sites that were 
previously bug-free. We propose a new filter design that 
achieves both high performance and high precision by blocking 
scripts after HTML parsing but before execution. Compared to 
previous approaches, our approach is faster, protects against 
more vulnerability, and is harder for attackers to abuse. 
 
 
A number of client-side XSS filters attempt to mitigate XSS 
vulnerabilities by preventing the attacker's script from leaking 
sensitive data to the attacker's servers [5,1,2]. Typically, these 
filters monitor the flow of information within the web site's 
JavaScript environment and aim to block the attacker from 
exfiltrating that information to his or her servers. One technical 
difficulty with preventing exfiltration is that web sites frequently 
export data to third-party web sites. For example, every web site 
that contains a hyperlink to another site leaks some amount of 
data to that site. Worse, modern web sites often have rich 
interactions with other web sites, e.g., via post Message, O Auth, 
or advertising. To distinguish between benign and malicious 
information leaks, these client-side XSS filters often employ 
sophisticated analysis techniques, including taint tracking and 
static analysis, with the attendant false negatives and false 
positives. 
 
3. Effective Anomaly Detection: 
 
Learning-based anomaly detection has proven to bean effective 
black-box technique for detecting unknown attacks. However, 
the effectiveness of this technique crucially depends upon both 
the quality and the completeness of the training data. 
Unfortunately, in most cases, the traffic to the system (e.g., a 
web application or daemon process) protected by an anomaly 
detector is not uniformly distributed. Therefore, some 
components (e.g., authentication, payments, or content 
publishing) might not be exercised enough to train an anomaly 
detection system in a reasonable time frame. This is of particular 
importance in real-world settings, where anomaly detection 
systems are deployed with little or no manual configuration, and 
they are expected to automatically learn the normal behavior of a 
system to detect or block attacks. In this work, we first 
demonstrate that the features utilized to train a learning-based 
detector can be semantically grouped, and that features of the 
same group tend to induce similar models. We run our 
experiments on a real-world data set containing over 58 million 
HTTP requests to more than 36,000 distinct web application 
components. The results show that 

by using the proposed solution, it is possible to achieve effective 
attack detection even with scarce training data. 
 
4. Intrusion Detection System: 
 
A network Intrusion Detection System can be classified into two 
types: anomaly detection and misuse detection. Anomaly 
detection first requires the IDS to define and characterize the 
correct and acceptable static form and dynamic behavior of the 
system, which can then be used to detect abnormal changes or 
anomalous behaviors. The boundary between acceptable and 
anomalous forms of stored code and data is precisely definable. 
 
An IDS such as in also uses temporal information to detect 
intrusions. Double Guard, however, does not correlate events on 
a time basis, which runs the risk of mistakenly considering 
independent but concurrent events as correlated events. Double 
Guard does not have such a limitation as it uses the container ID 
for each session to causally map the related events, whether 
they be concurrent or not. 
 
5. Easy-to-Use Desktop Application: 
 
Desktop computers are often compromised by the interaction of 
untrusted data and buggy software. To address this problem, we 
present Apiary, a system that transparently contains application 
faults while retaining the usage metaphors of a traditional 
desktop environment. Apiary accomplishes this with three key 
mechanisms. It isolates applications in containers that integrate 
in a controlled manner at the display and file system. It 
introduces phemeral containers that are quickly instantiated for 
single application execution, to prevent any exploit that occurs 
from persisting and to protect user privacy. It introduces the 
Virtual Layered File System to make instantiating containers fast 
and space efficient, and to make managing many containers no 
more complex than a single traditional desktop. We have 
implemented Apiary on Linux without any application or 
operating system kernel changes. 
 
Static Model Building Algorithm 
 
We can easily classify the traffic collected by sensors into three 
patterns in order to build the mapping model. As the traffic is 
already separated by session, we begin by iterating all of the 
sessions from 1 to N. For each rm ϵ REQ, we maintain a set 
ARm to record the IDs of sessions in which rm appears. The 
same holds for the database queries; we have a set AQs for 
each qs  ϵ SQL to record all the session IDs. To produce the 
training model, we leverage the fact that the same mapping 
pattern appears many times across different sessions. For each 
ARm, we search for the AQs that equals the ARm. When ARm = 
AQs, this indicates that every time rm appears in a session, then 
qs will also appear in the same session, and vice versa.
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Since the mapping can appear differently in different cases, it 
becomes difficult to identify all of the one-to-many mapping 
patterns for each web request. Moreover, when different 
operations occasionally overlap at their possible query set, it 
becomes even harder for us to extract the one-to-many mapping 
for each operation by comparing matched requests and queries 
across the sessions. Since the algorithm for extracting mapping 
patterns in static pages no longer worked for the dynamic pages, 
we created another training method to build the model. First, we 
tried to categorize all of the potential single (atomic) operations 
on the webpages. For instance, the common possible operations 
for users on a blog website may include reading an article, 
posting a new article, leaving a comment, visiting the next page, 
etc. All of the operations that appear within one session are 
permutations of these operations. 
 
Attack Scenarios: 
 
Our system is effective at capturing the following types of 
attacks: 
 

 Privilege Escalation Attack 

 Hijack Future Session Attack 

 Injection Attack 

 Direct DB Attack 
 
CONCLUSION: 
 
This paper presents an overview about various intrusion 
detection algorithms used in multi tier web applications. In this 
survey we are using the static building model which supports 
light weight virtualization technique to store the user sessions in 
a particular containers so that we can detect attacks. 
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