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Abstract: These days the communication medium is likely have expanded in a great 
manner. One of such is Email service which these days not only the end user but also 
the Industry people are likely to a mandatory service. Hence in order to provide effective 
email service vide of spam we have taken consideration of filtering the spammed data.  
Fighting spam is important. More than 50% of all email messages are unsolicited and 
usually unwelcome. Spam costs enterprises and individuals billions of dollars each year 
by consuming time and resources while delivering content of limited, if any, value. 
Effective Web and e-mail filtering relies on three components: a robust content analysis 
process, a vast amount of data and the means to analyze that data. The content analysis 
technology used in the Internet Security Systems (ISS) Global Data Center leverages all 
three of these components to provide the foundation for all content security products and 
solutions, for Mail Security solution. Again robustness is the main factor behind the mail 
of service of huge data and the problem is detection mechanism algorithm. Hence of, in 
this paper we try to give the stress on controlling the huge data mail with respect to 
preference of filtering mechanism based on user. 
 

 

1. INTRODUCTION 
 

s it multiplies and spreads out to the recipients, this 
one email consumes resources from many Internet 
carriers, service providers, businesses and 

customers. It expends bandwidth, router backplanes, 
computer processing time and disk space, plus the time of 
Internet workers and email patrons. When multiplied by 
millions of messages from thousands of spammers each 
day the cost of unsolicited bulk email become a burden for 
all but the senders. E-mail communication is prevalent and 
indispensable nowadays. However, the threat of 
unsolicited junk emails, also known as spams, becomes 
more and more serious. Through an automatic e-mail, 
users can be notified periodically (daily, weekly, etc.) about 
the system in a way that causes them to act. For example,  

 
 
 
 

they may be notified that there are messages pending in 
their Spam Traps. Or, users may be notified that messages 
in their Spam Traps will be deleted within a certain time 
frame if they do not take action on them. Email spam 
targets individual users with direct mail messages. Email 
spam lists are often created by scanning Usenet postings, 
stealing Internet mailing lists, or searching the Web for 
addresses. Email spams typically cost users money out-of-
pocket to receive. Many people - anyone with measured 
phone service - read or receive their mail while the meter is 
running, so to speak. Spam costs them additional money. 
On top of that, it costs money for if you need to fill out web 
registration forms or surveys at sites from which you don't 
want to receive further information, consider using 
secondary addresses to protect primary email accounts 
from spam abuse. Also, always look for a check-box that 
solicits future information/offers, and be sure to select or 
deselect as appropriate. Conscientious end users who 
follow these suggestions will ultimately play a significant 
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role in reducing the amount of spam that enters their 
organization’s communications system, especially when 
automated spam filtering supplements their efforts. SPs 
and online services to transmit spam, and these costs are 
transmitted directly to subscribers.  One particularly nasty 
variant of email spam is sending spam to mailing lists 
(public or private email discussion forums.) Because many 
mailing lists limit activity to their subscribers, spammers will 
use automated tools to subscribe to as many mailing lists 
as possible, so that they can grab the lists of addresses, or 
use the mailing list as a direct target for their attacks. 

 
2. RELATED WORK 
 
Spamming remains popular with direct email advertisers 
because there are no incremental charges. Reaching one 
million people costs the same as targeting one individual. 
Printed advertising, by comparison, has incremental price 
boosts. Printing and mailing costs increase when the 
intended audience grows from 1,000 to one million. Like 
the print advertisers, Internet carriers and service providers 
pay incrementally for what they use. The more bandwidth, 
hardware and personnel they require the more they pay. 
Some ISPs say as much as half the email they handle is 
resource-wasting spam. The price for handling this spam 
eventually gets passed along to the everyday customers 
who receive the unsolicited offerings. As a corporate tool, 
email provides many benefits, including ease of use and 
relative security, and in a business context, it is available to 
everyone for a reasonable price. Email has moved beyond 
its early forms to become an almost completely 
interoperable communication vehicle not only inside an 
organization but also across organizations and individuals. 
Interoperability is one of the most critical features of an 
effective communication tool, and email's interoperability 
has enabled email to be widely adopted both outside and 
inside the organization. As a mature tool, email Systems 
now include (at a minimum) interoperable email accessible 
from a desktop client or browser as well as integrated 
calendaring for group scheduling. Basic features such as 
delegation, search, filtering, flags, offline sync, out-of-office 
automated replies, attachments, and integrated contacts 
are standard. The systems can be traditional on-premise 
installations, appliances sold with a perpetual license, or 
some variation ranging from hosted by an outsourced 
provider to a full cloud-based subscription system. 
 

 

 
 

 
 
Fig. 2.1 Showing filtration of  spammed mail from various 
networks 
 
In corporate circles, email has become an indispensable 
tool for many, but with the explosive growth in the volume 
of emails and use cases, there is a growing sense of 
frustration among beleaguered users and concern from 
executives. All of the needs for a diverse set of business 
use cases. For many companies, email has become the 
default tool for much more than communication, and its 
use now extends to file sharing, peer-to-peer and team 
collaboration, project coordination, corporate broadcast 
communications, marketing, collecting feedback, and many 
more activities beyond its intended use. In fact, the culture 
in many companies has evolved to one of "copy 
everybody" and "reply all" just in case. Add to  this the 
current pervasive nature of mobile email access, which in 
many organizations  has created an unrealistic expectation 
of email as a real-time/synchronous tool, and  it's easy to 
start to see the source of growing employee email fatigue. 
 

3. METHODS 

Spam exists because senders have a marketplace – a 
relatively small one, but profitable nonetheless. While 
direct mail marketing typically receives one to five percent 
response, email spammers sell to one in a thousand or 
one-tenth of one percent. Spammers can afford to sell in 
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such weak markets by using the bandwidth and hardware 
of other people. They pass on the incremental expenses to 
Internet carriers, service providers and users. If spammers 
paid more, they would sell less and possibly disappear. 
Various countries and states within countries have drafted 
legislation to make spamming more difficult, but few laws 
have passed. Besides, enforcement is difficult at best 
because of the international nature of the Internet. Being 
clever people, spammers can also be difficult to physically 
locate because all they need to operate is a notebook 
computer equipped with a modem. Moving around to avoid 
detection is no problem. So spamming and its related ills 
continue to grow. As far as we discussed in the related 
work tackling with email may follow various methods, out of 
them first of we likely to concentrate on first detecting 
followed by type of spam then delivering the solution. In 
order to cope with exception sometimes we like to lose 
many important mail as spam mail, hence of  we use 
robustness mechanism as a high end solution. Coping with 
the Ranking algorithm , we use to efficiently provide the 
grade to corresponding domain based on such criteria we 
can filter the spammed to the end user, of course we also 
can use for grouped mail having high density of data. Next 
we will have to consider the Internet Security Systems of 
cipher data giving preference to hidden and cryptic data, 
for which we likely to use key based algorithm. 

 
In the Web sense Advanced Classification Engine (ACE) 

detects blended threats, Web scripts, and dynamic attacks 

by combining a host of detection methods. Powered by the 

Threat seeker Network, it collects data from more than 900 

million endpoints and analyzes up to 5 billion Web pages 

per day by leveraging technologies such as: 

 Real-time security analysis 

 Real-time content classification 

 Real-time Data Classification (RTDC) 

 Antispam 

 Reputation services 

 URL filtering 

 Multiple malware solutions 

Hence of data leverage in the sense of analyzing and 

based on report if same type of contextual data found, it 

detects and filters the mail. 

An ISP presents one of the most complex environments for 

managing spam because of the high volume of e-mail, 

wide variety of users and high level of service demanded 

by customers. This white paper reviews the most common 

approaches to spam management in an ISP environment 

and details how a suitable solution must address particular 

challenges for ISP administrators.  

ISPs generally consider three types of anti-spam solutions: 

 Outsourced filtering services relay your mail through a 

third party system housed off site. These systems can 

sometimes be too costly for the typical ISP. They can 

also present concerns about a loss of control or 

security over ISP e-mail. 

 Home grown solutions are typically based on open-

source software such as SpamAssassinTM and 

Roaring. In most cases, these solutions were sufficient 

until about 2002, when the volume of spam and 

spammer's ever-evolving techniques began to render 

homegrown solutions unmanageable. 

 Third-party in-house solutions offer a balance between 

the above two options. While benefiting from the 

experience of a third party provider, you keep the flow 

of your email traffic on your own network 

Algorithm or procedure: 

Input:Bytes of mails presented in array for the test 
 
//the test bad have to in server. 
 
Output: 

1. Detection of all possibility, 
2. Matching the data of fixed domain,  
3. If (occurs) 
4. Send as spam, 
5. Else  
6. For (if other than, go for length) 
7. set the key, 
8. If (key found) 
9. Then go for (key++) 
10. Key==3; 
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11. Spammed 
12. Else not spam; 
13. Exit; 
 
A solution that deals with spam at the mail server is 
preferable for ISPs. Such a solution is centrally 
manageable and deals with the problem before spam and 
viruses reach end-users or consume network resources. 
 

4. CONCLUSION 
 
Informing users about the solution once is not generally 
enough. Users must form new habits to make the system 
effective, and their use of the system should be 
encouraged. As people who live in cold climates know well, 
layering provides the best protection against the pernicious 
and invasive threats to health and welfare. IT departments 
again facing the need to address rising spam volumes will 
do well to look at network level solutions such as the 
Symantec Mail Security nearly about 1 Million appliance to 
deflect a significant portion of spam so that other antispam 
defenses are better able to do their jobs in protecting 
server and PC performance and IT staff and user 
productivity at enterprise and service provider 
organizations. Attacking a spam filter can be thought of as 
an example of how machine learning algorithms can be 
defeated when an adversary has control of the workload. 
Thus, this paper is similar in spirit to, in which the authors 
used game theory to model attacks on spam filters. In that 
paper, the emphasis was placed on the game theoretic 
modeling; however, we showed that in the domain of spam 
filtering, a spammer can successfully attack current filters 
without using sophisticated game theoretic methods. As 
detection follows some algorithm, so of we are not worried 
about the matter of detection. Hence keeping the research 
of prevention is better than cure, lastly hoping to helpful to 
maintain spammed mail in research. 
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