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Abstract: A data distributor has given sensitive data to a set of supposedly trusted agents. Sometimes data is leaked and found  
in unauthorized place e.g., on the web or on somebody’s laptop.Data leakage happens every day when confidential business 
information such as customer or patient data, source code or design specifications, price lists, intellectual property and trade  
secrets, and forecasts and budgets in spreadsheets are leaked out.  When these  are  leaked  out  it  leaves  the  company  
unprotected   and   goes   outside   the   jurisdiction   of   the corporation. This uncontrolled data leakage puts business in a  
vulnerable position. Once this  data is no longer within the domain,   then   the   company   is   at   serious   risk.   When  
cybercriminals “cash out” or sell this data for profit it costs our organization money,  damages  the  competitive  advantage,  
brand, and reputation and destroys customer trust. To address this problem we develop a model for assessing the “guilt” of  
agents. The main focus of this project     is the data allocation problem. It specifies  how  the distributor can  “intelligently” give 
data to agents in order to improve the chances of detecting a guilty agent. By adding fake objects to distributed set, the distributor 
can find the guilt agent easily. 
 

1. INTRODUCTION 

Agents   within   multi agent   systems   represent different  
stakeholders  that  have  their  own  distinct  and sometimes 
conflicting interests and objectives. They would behave in such a 
way so as to achieve their own objectives, even at the cost of 
others. 
 
Recent  years  have  seen an increasing  number of agents  being  

developed  to  extend  the  sphere  of  human. Those   agents,   

with   their   autonomous   reasoning   and decision-making   

capability,   can   engage   in   complex interactions on behalf of 

their owners. There is no singleagent  system. Instead, agents 

usually live in a society of agents,  which  is  known  as multiagent  

system.  Usually, agents  in  MAS  represent  various 

stakeholders,  each  with distinct interests and objectives. They try 

to pursue their own objectives, even at the cost of others. 

In the course of doing business, sometimes sensitive  
data must be handed over to supposedly trusted third parties.  
For  example,  a  hospital  may  give  patient  records  to  
researchers  who  will  devise  new  treatments.  Similarly,  a  
company may have partnerships with other companies that  
require  sharing  customer  data.  Another  enterprise  may  
outsource  its  data  processing,  so  data  must  be  given  to 
 
 

 

 

various other companies.   The owner of the data is called the 
distributor  and  the  supposedly  trusted  third  parties  the agents. 
The goal is to detect when the distributor‟s sensitive data has 
been leaked by agents, and if possible to identify the agent that 
leaked the data. 
 
An  application  where  the  original  sensitive  data cannot  be  
perturbed  is  considered. Perturbation  is  a  very useful 
technique where the data is modified and made “less  
sensitive” before being handed to agents. For example, one can  
add  random  noise  to  certain  attributes,  or  one  can  
replace exact values by ranges. However, in some cases it is  
important not  to  alter  the  original  distributor‟s  data.  For  
example, if an outsourcer is doing our payroll, he must have  
the  exact  salary  and  customer  bank  account  numbers.  If 
medical researchers will be treating patients (as opposed to 
simply computing statistics), they may need accurate data for the 
patients. 
 

II.OBJECTIVE 
 
A data breach is the unintentional release of secure  
information to an untrusted environment. The goal is  to  
estimate the likelihood that the leaked data came from the  
agents as opposed to other sources. Not only to we want to  
estimate the likelihood the agents leaked data, but we would  
also like to find out if one of them in particular was more  
likely to be the leaker. The data allocation strategies help the  
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distributor “intelligently” give data to agents. Fake objects  
are added to identify the guilty part, to address this problem  
four instances are specified. Depending on which the data  
request is provided. Depending upon the type of data  
request, the fake objects are allowed. 
  

III.EXISTING SYSTEM 
 
Traditionally,  leakage  detection  is  handled  by  
watermarking,  e.g.,  a  unique  code  is  embedded  in  each  
distributed copy. If that copy is later discovered in the hands  
of  an  unauthorized  party,  the  leaker  can  be  identified.  
Watermarks were initially used     in images, video and audio  
data  whose  digital  representation  includes  considerable 
redundancy. Watermarking aims  to identify a data owner and,  
hence,  is  subject  to  attacks  where  a  pirate  claims ownership 
of the data or weakens a merchant‟s claims. 
 

IV.PROSPOSED SYSTEM 
 
It is possible to assess the likelihood that an agent  
is responsible for a leak, based on the overlap of his data  
with the leaked data and the data of other agents, and based  
on the probability that objects can be  “guessed” by other  
means. This model is relatively simple, but it is considered  
that  it  captures  the  essential  trade-offs.  The  algorithms  
which are presented implement a variety of data distribution  
strategies  that  can  improve  the  distributor‟s  chances  of  
identifying  a  leaker.  It  is  shown  that  distributing  objects  
judiciously can make a significant difference in identifying  
guilty agents, especially in cases where there is large overlap  
in the data that agents must receive. 
 
In this project, the model for assessing the “guilt”  
of agents is developed.   The option of adding “fake” objects  
to  the  distributed  set  is  considered.  Such  objects  do  not  
correspond to real entities but appear realistic to the agents.  
In a sense, the fake objects acts as a type of watermark for  
the entire set, without modifying any individual members. If  
it turns out an agent was given one or more fake objects that  
were leaked, then the distributor can be more confident that  
agent was guilty. 
 

V.PROBLEM DEFINITION 
 
The distributor‟s data allocation to agents has one constraint and 
one objective. The distributor‟s constraint is to  satisfy  agents‟  
requests,  by  providing  them  with  the number of objects they 
request or with all available objects that satisfy their conditions. 
His objective is to be able to detect an agent who leaks any 
portion of his data. 
 
The   constraint   is   considered   as   strict.   The  
distributor may not deny serving an agent request and may  
not provide agents with different perturbed versions of the  

same objects. For this fake object distribution is the only  
possible  constraint  relaxation.  The  detection  objective  is  
ideal  and  tractable.  The  main  objective  to  maximize  the  
chances of detecting a guilty agent that leaks all his data  
objects. 
 
A. Problem Setup and Notation 
1)  Entities  and  Agents  A  distributor  owns  a  set  
T = ft1; : : : ; tmg of valuable data objects. The distributor  
wants  to  share  some  of  the  objects  with  a  set  of  agents  
U1;U2;  :::;Un, but does not wish the objects be leaked to  
other third parties. The objects in T could be of any type and  
size, e.g., they could be tuples in a relation, or relations in a  
database. An agent Ui receives a subset of objects Ri _ T,  
determined either by a sample request or an explicit request:  
 

 Sample request Ri = SAMPLE (T;mi): Any subset of mi 
records from T can be given to Ui. 

 Explicit request Ri = EXPLICIT (T; condi): Agent Ui 
receives all the T objects that satisfy condi.  

 
Example.  Say  T  contains  customer  records  for  a  given  
company A. Company A hires a marketing agency U1 to do  
an on-line survey of customers. Since any customers will do for  
the  survey,  U1  requests  a  sample  of 1000customer records. 
At the same time,  company A subcontracts  with agent  U2  to  
handle  billing  for  all  California  customers. Thus, U2 receives 
all T records that satisfy the condition “state is California.” 
Although we do not discuss it here, our model can be easily 
extended to requests for a sample of objects that satisfy a 
condition (e.g., an agent wants any 100 California  customer  
records).  Also  note  that  we  do  not concern ourselves with the 
randomness of a sample.  (We assume that if a random sample 
is required, there are enough T  records  so  that  the  to-be-
presented  object  selection schemes can pick random records 
from T.) 
 
B. Related Work 
The guilt detection approach we present is related  
to the data provenance problem: tracing the lineage of an S  
object implies essentially the detection of the guilty agents.  
It provides a good overview on the research conducted in  
this field. Suggested solutions are domain specific, such as  
lineage tracing for data Warehouses, and assume some prior  
knowledge on the way a data view is created out of data  
sources. Our problem formulation with objects and sets is  
more general and simplifies lineage tracing, since we do not  
consider any data transformation from Ri sets to S.As far as  
the  data  allocation  strategies  are  concerned,  our  work  is  
mostly relevant to watermarking that is used as a means of  
establishing  original  ownership  of  distributed  objects.  
Watermarks were initially used in images, video and audio  
data  whose  digital  representation  includes  considerable  
redundancy. 
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VI.   MODULE DESCRIPTION 
 
A. Modules 
 

 Database maintenance 

 Agent maintenance 
a) Registration 
b) History 

 Detection of guilty Agent 

 Data Allocation 

 Addition   fake object 
 

B. Database maintenance 

 
Here the agent registration details are maintained and  the  
sensitive  data  which  are  provided  to  agents  are specified. 
The designing of the whole database is done. 

 
C. Agent maintenance 

 
1. Registration:  Here  details  of  agents  are registered and 

it collects the information about them like what are the 
sensitive data they want. 

2. History: Here the agent history is maintained like what all 
the details are given by distributor previously. It maintains 
entire details of the agent. To detect the guilty agents it 
checks the history and detects those agents who have 
fake details from the third party. 

 
D.   Detecting guilt Agent 
 
Suppose that after giving objects to agents, the distributor 
discovers that a set S has leaked. This means that some third 
party  called  the  target  has  been  caught  in possession of S. 
For example, this target may be displaying S on its web site, or 
perhaps as part of a legal discovery process, the target turned 
over S to the distributor. Since the agents U1…..Un have some 
of the data, it is reasonable to suspect  them  leaking  the  data.  
However,  the  agents  can argue  that  they  are  innocent,  and  
that  the  S  data  was obtained by the target through other 
means. For example, say one of the objects in S represents a 
customer X. Perhaps X  is  also  a  customer  of  some  other  
company,  and  that company provided the data to the target. Or 
perhaps X can be reconstructed from various publicly available 
sources on the  web.  The  goal  is  to  estimate  the  likelihood  
that  the leaked  data  came  from  the  agents  as  opposed  to  
other sources. Intuitively, the more data in S, the harder it is for  
the agents to argue they did not leak anything. Similarly, the  
“rarer” the objects, the harder it is to argue that the target  
obtained them through other means. Not only   to estimate  
the likelihood the agents leaked data, it   also helps   to find  
out if one of them in particular was more likely to be the  
leaker. For instance, if one of the S objects was only given to  
agent U1, while the other objects were given to all agents,  

suspect U1 more. It    says an agent    Ui is guilty and if it 
contributes one or more objects to the target. 
 
E. Data Allocation 
 
The two types of requests we handle: sample and  
explicit. Fake objects are objects generated by the distributor  
that are not in set T. The objects are designed to look like  
real objects, and are distributed to agents together with the T  
objects, in order to increase the chances of detecting agents  
that  leak  data.  Fake  objects  are  represented  using  four  
problem instances with the names EF, EF, SF and SF. 
 
Where E stands for explicit requests, S for sample requests, F 
for the use of fake objects, and F for the case where fake objects 
are not allowed. Sample request Ri  = SAMPLE  (T;mi): Any 
subset of mi records from T can be given to Ui.Explicit  request  
Ri =  EXPLICIT  (T;  condi):  Agent  Ui receives all the T objects 
that satisfy condi. 
 
 

 
 

Fig.1 Leakage problem instances 
 
We represent our four problem instances with the  
names  EF,  EF,  SF  and  SF,  where  E  stands  for  explicit  
requests, S for sample requests, F for the use of fake objects,  
and F for the case where fake Objects are not allowed. For  
simplicity we are assuming that in the E problem instances,  
all agents make explicit requests, while in the S instances, all  
agents make sample requests. Our results can be extended to  
handle mixed cases, with some explicit and some sample 
requests. We provide here a small example to illustrate how 
mixed requests can be handled, but then do not elaborate 
further. Assume that we have two agents with requests R1 = 
EXPLICIT (T; cond1) and R2 = SAMPLE (T0; 1) where T0 = 
EXPLICIT (T; cond2). Further, say cond1 is “state=CA” (objects  
have  a  state  field).  If  agent  U2  has  the  same condition  
cond2 =  cond1,  we  can  create  an  equivalent problem with 
sample data requests on set T0. That is, our  
problem will be how to distribute the CA objects to two  
agents, with R1 = SAMPLE (T0; jT0j) and R2 = SAMPLE  
(T0;  1). If instead U2 uses condition  “state=NY,” we can  
solve two different problems for sets T0 and T _ T0. In each  
problem  we  will  have  only  one  agent.  Finally,  if  the  
conditions partially overlap, R1 \ T0 6=; but R1 6= T0 we  
can solve three different problems for sets R1 _ T0, R1 \ T0  
and T0 _ R1. 
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F. Adding of fake object 
 
The distributor may be able to add fake objects to  
the distributed data in order to improve his effectiveness in  
detecting guilty agents. However, fake objects may impact  
the correctness of what agents do, so they may not always be  
allowable. The idea of perturbing data to detect leakage is  
not  new.  However,  in  most  cases,  individual  objects  are  
perturbed, e.g., by adding random noise to sensitive salaries,  
or adding a watermark to an image. In this case, perturbing  
the  set  of  distributor  objects  by  adding  fake  elements  is  
done. In some applications, fake objects may cause fewer  
problems that perturbing real objects. For example, say the  
distributed data objects are medical records and the agents  
are hospitals. In this case, even small modifications to the  
records of actual patients may be undesirable. However, the  
addition of some fake medical records may be acceptable,  
since no patient matches these records, and hence no one  
will ever be treated based on fake records. A trace file is  
maintained to identify the guilty agent. Trace file are a type  
of fake objects that help to identify improper use of data. 
 
G.Database Design 
 

 
 
Fig 2: Database design 
 
VII.SYSTEM IMPLEMENTATION 
 
The distributor maintains the entire database. The  
distributor  registers  the  details  of  all  agents.  All  Entities  
must  select  "New”  when  they enter  and  register  for  first  
time.  The  new  register  will  enter  details.  The  distributor  
validates the request and if he finds the agent is guilty, he  
adds fake objects. Choose "Add/Update" to make changes to  
an existing registration entered using the new Registration  
process  or  to  add  "tagging"  information.   Use  "View"  to  
query the contents of the registration database or download  
the database to local computer. It will be asked to login a  

logon username and password to validate login process. And  
it verifies the username     and password with database. Once  
verified, it allows to continue the requesting process. The  
objects are serialized to prevent the data leakage. Only the  
valid user can unserialize the objects. 
 
VIII.SOFTWARE DESCRIPTION FRONT END 
 
Net Beans IDE 6.9.1 
The Net Beans IDE is open source and is written in  
the  Java  programming  language.  It  provides  the  services  
common to creating desktop applications such as window  
and menu management, settings storage and is also the first  
IDE  to  fully  support  JDK  6.0  features.  The  Net  Beans  
platform  and  IDE  are  free  for  commercial  and  non- 
commercial   use,   and   they   are   supported   by   Sun  
Microsystems. 
 
A. Features 
 
The features of Net Beans IDE are 
 
•    Development cycle tools 
•    Net beans Swing GUI Builder 
•    Net beans Profiler 
•    Net Beans Debugger 
•    Source Code Editor 
•    Java and JSP Development 
•    Advanced Code Refactoring 
•    XML Editor 
•    C/C++ Development 
•    Web  Application  Development (Java  Enterprise Edition) 
•    Web Development with JSP, JSF and Struts 
 
B.   Input Design 
 
Login form is provided for user. In this, an option  
for member who has already registered is provided. So that  
he can directly give the username and password provided by  
the administrator  of  this  site,  other  new  users  who  are  
willing to register can register their details. To registering  
the following details are gathered from the user, First name,  
Last name, Date of birth, Gender, Address, Phone number, E-
Mail id, Alternate E-Mail id, Username. When they agree for the 
terms and conditions provided and then submit their details  will  
be  updated  to  the  database  and  they  will  be considered as 
valid member. Each administrator checks the request list and if 
the agent request is valid, he sanctions the request. Else he 
adds fake objects to the data list and send those objects to the 
agent. 
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C. Output Design 
 
This module identifies the user and validates the  
user. An authentication factor is a piece of information and  
process used to authenticate or verify the identity of a person  
or other entity requesting access under security constraints.  
If the user is valid it allows to giving request to distributor.A  
file is maintained to identify the guilty agents and depending  
on that the requests are sanctioned. The objects are sent in  
serialized format. Once after the response from distributor ,  
the agents can see the data. 
 
IX.CONCLUSION AND EXTENSIONS CONCLUSION 
 
The  data  distribution  strategies improve  the 
distributor‟s  chances  of  identifying  a  leaker.  It  has  been 
shown  that  distributing  objects  judiciously  can  make  a 
significant difference in identifying guilty agents, especially in 
cases where there is large overlap in the data that agents must 
receive. In some cases “realistic but fake” data records are 
injected to improve the chances of detecting leakage and 
identifying the guilty party. 
 
X.FUTURE ENHANCEMENT 
 
In future the extension of our allocation strategies can handle 
agent requests in an online fashion (the presented strategies 
assume that there  is a fixed set of agents  with requests known 
in advance) can be implemented. 
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