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Abstract: Most large corporations and the DoD are moving to implement a common computing environment to support net-

centric views, expose authoritative data sources, increase agility, and reduce costs.  This Cloud environment will provide a 

commoditized infrastructure  allowing  the  corporation  or  Agency  to  gain efficiencies  by  focusing  on  developing  granular  

mission capabilities  that  leverage  common system  mechanisms  rather than  focusing  on  developing  infrastructures  to  

support  large individual systems. This approach advocates thin clients for the users, and provides services by the service 

provider over shared commodity resources.   The mobile users are then allowed to not only  view  large  data  sets,  but  

empowered  to  execute  large transactions over regionally diversified data sets and computing resources.   The technological 

concept is not new, however the implementation approach presents a strategic shift in the way organizations provision and 

manage their IT resources. The protection requirements on the data sets vary depending on the data type, originator, user, and 

sensitivity level.   Additionally, the  systems  that  fuse  such  data  would  have  to  deal  with classifying the outcome and 

clearing the computing resources prior to allowing new application to be executed.   This indicates that we could end up with a 

multi-level security system that needs to follow specific rules and the need to send the output to a  protected  network  in  order  

not  to  have  data  spill  or contaminated   resources.  This   paper   discusses   theserequirements and the potential impact on 

the cloud architecture. Additionally, the paper discusses the unexpected advantages of the cloud framework providing a 

sophisticated environment for information sharing and data mining 

1. FOREWORD 

Cloud computing changes the way we think about technology 
implementation. Cloud is a computing model that utilizes shared 
commodity computing resources as a service over an Intranet or 
Internet   to   provide   dynamically   scalable   computing   or 
infrastructure, storage and/or services. .   Cloud is a computing 
model providing web-services based software, middleware and 
computing  resources  on  demand  provided  by  a  local  or  an 
external provider as a fee for service. 

 

One model of Cloud computing services is conceptualized by 
providing common applications that are accessed from a remote 
location,  where  the  Software  application  runs  on  the  Cloud 
servers and Data is sent to the servers from the user location. 
However, when clouds are also utilized as a common storage 
utility, data is directed by the authenticated user to be processed at 
a selected facility.   User identities need to be checked at login and 
access  is  granted. Authorization  level  is  reconfirmed 
periodically, and when new requests take place.   The access is 
authorized to a level commensurate with the attributes and the  

 

 

 

 

 

prevailing digital policy in effect.   All communications and data are  
encrypted  with  appropriate  keys  that  are  capable  of  
protecting the data and metadata based on its location and the 
sensitivity.   Metadata needs to be extensively utilized to tag all 
aspects of data that allow potential users to understand the data 
source, provenance, reliability as well as authorize access. 

 
By deploying technology as a service, you give users access 
only  to  the  resources  they  need  for  a  particular  task.  This 
prevents you from paying for idle computing resources. Cloud 
computing can also go beyond cost savings by allowing your 
users   to   access   the   globally   controlled   software   and 
infrastructure to foster customer business innovation. 

 
1.1 Cloud Architecture 

 
Today’s corporate needs are characterized by the need for more  
processing power, more data, and better access, in addition to  
the  need  to  share  data  across  organization  in  real-time.  
Architecturally, we need to have a more connected environment.  
However we also have to face a shortage of resources  (e.g.,  
financial, space and energy) that have adverse impacts on our 
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environment.  [5]    Cloud computing conceptually promises to  
address  this  situation,  in  part,  through  a  dynamic  resource  
allocation architecture   Resource  Pooling  is  implemented  to  
ensure that resources are not left idle while other subscribers are  
facing shortage in processing or storage capacities.     The new  
concept  allows  for  Rapid  Elasticity  of resource  allocation to  
overcome  the  problems  associated  with  having  to  provision  
dedicated  capacity  needed  only  to  support  operations  during  
peak performance times.   Figure 1 shows Categories of Cloud  
Technologies. 

 

 

 
 
 
 
 
 
 
 
 
 

Figure 1: Categories of Cloud Technologies [18] 
 
With the Cloud architecture, users get broad network access to  
any part of their data and can process their data in a location- 
independent fashion.   This means that a user can login from a  
remote location, start a session that requires search functions  
and data operation, and then receives the results through  the  
remote link.   The implication here is the capability ensures that  
each user is authenticated and their access level is verified based  
on ID credentials and their associated hard and soft attributes.  
The  mobile  users  can  potentially  have  the  same  computing  
access and processing power as the enterprise users, if they 
are given the appropriate access and authorization privileges. 
 
1.2 Access Considerations 
 

The presented concept clearly identifies the Cloud approach as  
the  way  to  timeshare  the  computing  infrastructure  and/or  
applications with other users to gain efficiencies.   The obvious  
security affects include Loss of direct control over the resources  
and data which creates shared responsibility between provider  
and  client.  Additionally,  users  will  be  faced  with  loss  of  
enterprise perimeter to increases exposure of information. The 
currently adapted  model for Enterprise Security Management  
(ESM) is best presented in the form of ten capabilities that need  
to be applied to provision and manage enterprise IA functions  
that protect assets including data and information systems [15]. 
The  ESM  Framework  provides  the  architecture,  design,  and 
guidance for implementation of ESM within an enterprise.   The 
major components of ESM are   shown in Figure 2. 
 
 
 

 
 
 
 
 
 
 
 
 
 

Figure 2: Model of Enterprise Security Management 
 
 
Cloud  computing  is  proving  to  be  a  game  changer  as  the 
backend of the enterprise; however, there are still a number of 
major issues that need to be resolved before the cloud approach 
can  be  adapted  as  a  secure  infrastructure.     With  Cloud 
computing,  your  data  could  literally  be  stored  on  the  same 
server as that of your competitors or adversaries. 
 
Individuals, Corporations  and  governments  are  handing  over 
their most protected corporate data to essentially an outsourced 
storage provider, or relying on another party’s server processing  
or software for their business applications. The decision of 
putting critical data on a server that you don’t physically control  
turns traditional security paradigms on their head. 
 

Traditional Secure Access Control for sensitive information is  

accomplished through first identifying the person or entity that  

is requesting the information by means of authentication of user  

to end system and end system to the enterprise.   The second step  

is to review the current policies that govern the data, and the  

requestor and the locations  where that data is allowed  to be  

shared.   Finally, we look at the specified data and examine all  

the attributes that are available including such information as  

source, sensitivity, and location to determine based on the meta  

data if that information is sharable with the requesting entity.  

The current approaches to access control vary, and include such  

methods  like  Policy  Based  Access  Control (PBAC)  and 

Attribute Based Access Control  (ABAC)  [2].    The goal is to  

build access control that is dynamic and allows the system to  

have  built-in  intelligence  to  comply  with  current  policy,  

investigate  the  requesting  entity’s  identity  and  location  and  

deliver data based on the current threat level, while logging that  

activity and marking the metadata.   Figure 3 depicts ABAC at a  

high level. 
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Figure 3: Achieving Secure Identity and Access Management 
Through ABAC 
 
When  asking  top  CEOs  about  Cloud  adoption,  Security 
concerns were, one of the major reasons why over half of all 
enterprises  have cloud in their plans, but only  2 percent are 
actually implementing it.[8] Therefore, in order for us to reap 
the overwhelming advantages of converting to cloud based IT 
we need to quickly embrace security, adopt common standards, 
and provide APIs to researchers and vendors so become intrinsic 
to cloud service offerings. 
 
2.0 ARCHITECTURES 
 
A second major area that needs to be sufficiently addressed by  
cloud providers is portability. Practically every cloud provider  
today operates differently, making it difficult to move data from  
one provider to another.   We need to move beyond proprietary  
implementations and data silos, to a committed set of public  
providers  that  use  standard  protocols  and  services  to  
open competition and eliminate vendor lock-in.   Another major 
issue is  reliability.  We  need  to  guarantee  a  measurable  
quality of service (QoS), complying with service level 
agreements (SLA), and suitable controls on latency. The SLAs 
can be defined at different levels such as: 
 
Consumer Based SLA - an Agreement with an individual 
customer group, covering all the services they use.  
Service Based SLA  - an agreement for all the customer 
using the services being delivered by the service provider 
Multilevel SLA - the SLA is split into the different levels, each  
addressing  different  set  of  customers  for  the  same services, 
in the same SLA. Corporate  Level  SLA  -  covering  all  the  
generic  service level  management (SLM)  issues  appropriate  
to  every customer throughout the organization. Customer Level 
SLA - covering all SLM issues relevant to the particular  
customer  group,  regardless  of  the  services being used. 
Service Level SLA - covering all SLM issues relevant to  
the specific services, in relation to the specific customer  
group. 

 
There is a real dependency on the public Internet to provide 
services   to   commercial   and   government   customers;   a 
commodity that was build to deliver a best-effort information 
transfer capability primarily for researchers. 

 
 
 

 
2.1 The Cloud Concept 
 
Cloud  computing  is  a  model  for  enabling  convenient,  on- 
demand  network  access  to  a  shared  pool  of  configurable  
computing  resources  that  can  be  rapidly  provisioned  and  
released with minimal management effort or service provider  
interaction.  This  cloud  model  promotes  availability  and  is  
composed  of  several  essential  characteristics,  three  service  
models  (Infrastructure  as  a  Service,  Platform  as  a  Service,  
Application as a Service), and four deployment models (Private,  
Mixed   Community,   Hybrid,   Public). The   essential  
characteristics include On-demand self-service, Rapid elasticity, 
Measured Service, Resource pooling [4]. 
 
2.2 The Technology Shift - Key protection Mechanisms  
 
We have been moving towards service based computing where 
applications, servers and data elements are placed on a common  
service  bus  with  access  granted  to  qualified  sources.    This  
approach  has  been  accelerated  by  the  need  to  increase  
the processing  power  beyond  the  currently  available  
processing speeds  while  minimizing  the  cost  to  the  
Enterprise.    A  key factor for securing the clouds is the 
advancement of Identity and Access Management (IdAM) to a 
reliable service.   A new user needs  to  understand  the  
provider’s  security  practices  and controls  over  the  utilized  
public  and/or  community  clouds. Encryption    and    digital    
signatures    are    the    principal confidentiality and integrity 
protection mechanisms for data in the clouds.   Additional 
protections may be needed for protecting data  is  being  
processed  in  a  public  or  community  cloud. Deleted data 
may actually remain in memory when the storage is released 
back to the cloud.   Existing applications may need  
enhancement to operate securely in a public or community cloud  
to prevent data leakage and/or exposure while executing in a  
multi-tenant environment. Data replication provided by a cloud  
provider  is  not  a  substitute  for  backing  up  to  another  inde- 
pendent provider or out of the cloud. Finally, privacy protection  
responsibilities  should  be  reviewed  if  considering  moving  
Personally Identifiable Items (PII) to the cloud [14]. 
 
2.3 Service Architectures 
 
The SOA model was originally developed to allow corporate  
entities to build centralized and specialized computing services  
that  can  be  shared  within  the  enterprise  to  deliver  uniform  
services to all subscribing communities.   Additional advantages  
were  garnered  by  invoking  ubiquitous  searches  that  enabled  
trusted users to search and subscribe to feeds across multiple  
data repositories in in remote data centers. The model grew to a  
new trend in architectures that allow multiple entities to share  
common services over a common service bus.  The value was  
apparent when standing up a service for a new customer would  
have been as simple as subscribing to the service.
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Search and discovery were simplified by enabling the process by 
providing metadata   and   allowing   comprehensive   searches   
through available and authorized resources.    Security was to 
be more comprehensive  because  it  would  be  applied  equally  
to  all components,  and  all  patches  and  policy  updates  
would  be remotely administered to all connected resources.  
 
Cloud  computing continued  the  journey of  sharing resources  
and but introduced the commodity processing concept where all  
processors  are  equal  mid-range  processors  that  capitalize  on  
massive parallelism to deliver expeditious results. 
 
2.4 Fundamental Cloud Enablers 
 
Cloud  technologies  have  delivered  multiple  approaches  to 
service depending on user needs.    The most common service 
level include Infrastructure as a Service  (IaaS), Platform as a 
Service  (PaaS), and Software as a Service  (SaaS). They have 
further categorized cloud deployment models as private cloud, 
shared community cloud, public cloud, and hybrid cloud. The 
basic architectures rely on the following technologies: 
 
2.4.1 Hadoop File Systems 
 
Hadoop was originally inspired by Google's MapReduce and  
Google File System. It is a top-level Apache project being built  
and used by a variety of individuals and global organizations.  
The Apache Hadoop is a software framework that supports data- 
intensive distributed applications available under a free license.  
The product is organized in clusters that enable applications to  
work  with  thousands  of  nodes  and  petabytes  of  data.  It  is  
recommended that datagets stored on at least three nodes: two 
on the same rack, and one on a different rack. Data nodes are 
designed  to  coordinate  with  each  other  on  rebalance data, 
moving copies around, and to keeping the replication of data  
high. 
 

2.4.2 Distributed File Systems 

 
The traditional definition of distributed file system or network  
file system is any file system that allows access to files from  
multiple hosts sharing via a network or a common services bus.  
This makes it possible for multiple users on multiple machines  
to share files and storage resources.   It is essential that client  
nodes do not have direct access to the protected information but  
interact over the network using common protocols. This makes  
it possible to restrict access to the file system based on access  
methods running on both the servers and the clients.   In contrast,  
in a shared disk file system all nodes have equal access to the  
block storage where the file system is located. On these systems  
the access control must reside on the client.    Distributed file  
systems may include facilities for transparent replication and  
fault tolerance. 

 
2.4.3 Map Reduce Search 
 
The  term  MapReduce  refers  to  a  programming  model  for 
processing and generating large data sets. Consumers specify 
a Map function that processes specific pairs of key and value 

to generate a set of intermediate key/value pairs, and a 
Reduce function that merges all intermediate values associated 
with the same intermediate key. Many real world tasks are 
expressible in this  model. [5]  This  approach  is  a  departure  
from  standard programming  methods  where  new  programs  
written  in  this functional  style  are  inherently  parallel,  
executing  on  a  large cluster of low-end commodity machines. 
The operating system needs to accommodate input partitioning, 
scheduling, failures, and    managing    inter-machine    
communications. These enhancements of infrastructure 
capabilities allow basic users to utilize the resources of a large 
distributed system.   The general implementation of this 
technique implements MapReduce on a large cluster of 
commodity machines.   The product is a highly scalable 
architecture processing  many  terabytes  of  data  on 
thousands of machines. [5] MapReduce is a highly effective and  
efficient   tool   for   large-scale   fault-tolerant   data   analysis.  
MapReduce  also  provides  fine-grain fault  tolerance  for  large  
jobs; failure in the middle of a multi-hour execution does not  
require restarting the job from scratch. 
 
3.0 Cloud SECURITY Implementations 
While cloud computing is not a totally new technology, it does  
present  unique  security  challenges  based  on  the  
outsourced, multi-tenant nature of the services being provided.   
The earlier definitions of clouds show multiple models and 
architectures under varying authorities.   Typical cloud computing 
deployment include[22]: 

 
Private cloud. The cloud infrastructure is operated solely  
for   one   organization.   It   may   be   managed   by   the  
organization or a third party and may exist on premise or off 
premise. Community cloud.  The  cloud  infrastructure  is  shared  
by several  organizations  and  supports  a  specific  community 
that   has   shared   concerns  (e.g.,   ission,   security 
requirements, policy, and compliance considerations). Public 
cloud. The cloud infrastructure is made available to the general 
public or a large industry group and is owned by an organization 
selling cloud services.  

Hybrid cloud. The cloud infrastructure is a composition of two or 
more clouds  (private, community, or public) that  
remain   unique   entities   but   are   bound   together   by  
standardized  or  proprietary  technology  that  enables  data and 
application portability (e.g., cloud bursting). 

 
Traditionally, physical security has been the first line of defense  
for  both  commercial  and  military  systems. The  cloud 
environment  essentially  removes  that  layer  of  protection  for 
either  data  storage,  data  processing  or  both.  The  absence  of 
physical  security  necessitates  increased  logical  protection  to 
compensate  for  the  lost  security.    Commercial  cloud  service 
providers  will  most  likely  guarantee  the  availability  of  their 
systems via redundancy and some physical protection; however, 
organizations using these services have to trust their level of 
screening of their employees to protect the valuable data from 
theft, destruction, and manipulation.
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Logical security is accomplished through encryption of our data  
and   developing   robust   methods   of   access   and   identity  
management.   Furthermore, subscribers need to ensure that they  
will  receive  a  trusted  evaluation  of  the  vendor’s  audits  and  
continuous monitoring.   Even though the vendor would have a  
virtual environment for each individual customer, there is still a  
need to make sure that the vendor applies very strict secure  
configuration controls that ensures the latest malware detection  
and correction products.   This will ensure that we don’t get a  
virus epidemic that can destroy all data on the cloud.  
When considering securing the cloud, we should first consider  
the goal of the new architecture.   If we are seeking virtualization  
of processors to enable a centralized, general purpose processing  
of  multi  organizations’ computing  functions  to  be  efficiently  
accomplished, then we need to consider many intermediate steps  
to secure the end-to-end operations.    The system has to start  
with a Clean Load at the inception of each new session.   Second  
is that we have to ensure a clean wipe of memory between tasks  
and between user loads.   It would no longer be sufficient to only  
wipe the addressing space and ignore the data. 
 
The second type of application to cloud processing is massive  
storage, searches, and retrieval processes. The mere fact 
that many users will be storing their sensitive information on 
the same  infrastructure  creates  a  new  paradigm  for  the  
security architecture.   We can certainly encrypt data in a storage 
device, but here  we need to encrypt  data in transit and  
while being stored  in  processor  memory.    Data  stewards  
need  to  either catalog their data or keep a local copy of 
references to determine which data needs to be recalled to 
search for content, or must simply bring back large blocks of 
data each time they need to access information.   Access 
control also gets more complicated when we have multiple levels 
of security, but the initial concept used in a single classification 
level environment is still the same, as shown in Figure 4. 

 

 

Figure 4 : Access Control in an Enterprise Environment 

Finally, there is a need for Security-Enabled Hardware where  
the hardware will have specific signatures that are known to  
authorized users and is traceable to allow encryption/decryption  
approaches  that  cannot  be  penetrated.    This  becomes  ore 
relevant in a virtualized environment where processes are not 
tied to specific or attributable processors. As we move forward  
with implementing cloud security, we first have to overcome the  
migration   issues   of   converting   our   current   stovepipe  
infrastructure   into   an   interconnected   environment   with  
measurable trust levels between elements.    We then need 

to apply digital policy  [11] homogeneously and allow the smart  
structures   to   selectively   exercise   the   applicable   policy  
components  based  on  identities,  environment  and  available  
attributes. One question that persists is:  “Can highly sensitive  
data and applications be supported in cloud processing?”   The  
answer is that it depends on how cloud security is managed  
(Access,  Data  Tagging,  and  Authorization  Services),  how  
sensitive the data is, and who has access to that cloud. 
 
3.1 Storage Clouds 
This is one of the most common types of cloud being developed 
to increase accessibility and allow users to consolidate security 
resources to protect the common data.   This can be implemented 
as  Private  or  Public  cloud.    However  this  model  turns  the 
prevailing  security  approach  on  its  head  and  weakens  the 
physical security element.   The competitor or adversary would 
only need to subscribe to the same service to get physical access 
to  the  data.    Consequently,  this  raises  the  need  for  a  
better access  and  encryption  techniques  to  add  logical  
security  to replace traditional physical protection. The  second  
part  of  the  storage  dilemma  is  the  Search  and Discovery of 
the stored data.   Since data is encrypted, searching it requires 
either bringing it back, decryption, and searching or the  
development  of  search  tables  that  are  stored  locally  to 
pinpoint the data to be retrieved. 
 

3.2 Utility Clouds 
 
This approach of cloud computing encompasses multi users per  

hardware to achieve multi missions.   The approach capitalizes  

on    sharing    commodity    processing    resources    between  

subscribing organization to achieve higher efficiency and have  

access to additional resources when needed.    The servers 

are made available over the network with common software 

loads and capability to process data in parallel.   The security of 

such an environment is essential, especially to prevent 

unauthorized monitoring and the possibility of infection with 

malware.   One of the best approaches to utilize such an 

environment is to start with a clean copy of the virtual 

environment every time there is a  log-in.    The  virtual  

environment  will  be  available  for  the session  duration  and  

then  terminated  after  the  data  is  safely stored and the keys 

are secured.   When the same user or others request service, a 

new session is initiated with a new virtual machine that is 

hosted over one of the commodity resources.   It is essential to 

start with a strong user authentication at log in, and then entry 

into the environment.   Based on the identity of the user, the 

current threat environment, and the attributes of the data and 

users, access is granted to select data sets. 



An Operating System for Multi Clouds: Mechanisms and Implementation                                                                     © 2012 DSRC 

  

 

 

International Journal of Computers Electrical and Advanced Communications Engineering 

Vol.1 (3), ISSN: 2250-3129 

There are a few industry leaders in Utility Cloud computing.  
Amazon’s Elastic Compute Cloud has grown to be the cloud  
infrastructure gold standard. Amazon has one of the top super  
computers  in  the  world  and  offers  service  to  over 60,000 
customers,   which   include   major   banks,   pharmaceutical 
companies, and other large businesses. Rackspace Hosting   
also has a major presence in infrastructure computing.    
Rackspace is primarily  known  for  its  hosting  service  and  
was  operating almost 80,000  servers  by  the  end  of 2011's  
third  quarter. Rackspace doesn't focus on infrastructure 
because it believes that  cloud  computing is  mostly  
commoditized.  VMWare  has  taken   a   leadership   role   in   
private   cloud   infrastructure. Infrastructure computing is great 
for many types of efforts, but some developers prefer a 
platform for development. Platforms are better for clearly 
defined efforts, and some cloud-computing companies might use 
their own platforms to provide software as well. Microsoft and 
salesforce.com both work this way, though developers have 
more freedom on Microsoft's Azure than on Force.com,  the  
Salesforce  platform.   Microsoft  is  similar  to Amazon by 
offering infrastructure-style options within Azure, but the 
framework persists. Microsoft's .NET language is a key 
component of the Azure experience. Force.com is much easier  
to work on offering object-oriented development in which most  
of  the  objects  are  already  programmed  in.  Most  companies  
offering cloud services offer some form of storage. Amazon's  
Simple Storage Service has been growing exponentially, and it  
might field half a million file requests per second during peak  
times. VMWare doesn't have much in the way of storage, but it's  
largely owned by one of the largest storage company’s EMC.  
[23] 
 
3.3 Multi-Level Security in the Cloud 
 
Cloud systems will have to adapt a Fine-Grained access control  
to share data between the various users.   This means that the  
Cross  Domain  Security  functions  will  have  to  be  embedded  
within the general access instead of being a separate entity that  
monitors and controls.   Sanitization is a problem area for MLS  
systems.  Systems  that  implement  MLS  restrictions,  allow  
sharing when it does not obviously violate security restrictions.  
Users with lower clearances can easily share their work with  
users holding higher clearances, but not vice-versa. There is no  
efficient, reliable mechanism by which a Top Secret user can  
edit a Top Secret file, remove all Top Secret information, and  
then  deliver  it  to  users  with  Secret  or  lower  clearances.  In  
practice, MLS systems circumvent this problem via privileged  
functions  that  allow  a  trustworthy  user  to  bypass  the  MLS  
mechanism and change a file's security classification. However,  
the technique is not reliable. 
 
3.5 Tradeoff Connectivity and Cost 
 
We  are  going back to  an  old  argument  of building a  utility  
computing  model  that  utilized  a  time-sharing  approach  to  
provide metered services to the subscribers.   The new need for  

added  security  and  isolation  of  data  is  implemented  by  
revolutionary approaches that are attempting to replace physical  
segmentation.   There is still much to prove in this area, where  
some security experts claim that logical segmentation is pseudo- 
science.    Consequently adoption rates vary based on security  
needs, and we mainly see low and moderately secure systems 
as the target of evaluation first. SLAs  are  critical  for  cloud  
service  and  they  should  include security aspects as part of the 
agreement. 
 
3.6 Cloud Protection 
 
The  potential  elimination  of  boundary  protection  requires 
changing  our  defenses  from  perimeter  focus  to  an  internal 
approach..   The approach amplifies our greater dependency on 
network resilience to ensure the continued operations of systems 
and the success of the organization’s mission. Attacks will occur at  
both  storage  and  processing  resources  as  well  as  on  the 
infrastructure, and data in transit. Cloud   implementation   
implies   loss   of   physical   control; however,  there  are  many  
new  approaches  that  promise  an increased logical control to 
make up the difference.   The cloud subscriber  has  to  take  part  
of  the  responsibility  for  security obligations  that  are  needed  
to  develop  a  data  segmentation capability   by   adhering   to   
stricter   data   labeling/marking guidelines  and  standards.    
The  next  generation of privileged access  to  the  data  should  
be  based  on  higher  confidence algorithms and attributes.   
When new data is encrypted, the keys should be in the customer’s 
control and stored locally to prevent unauthorized  access. 
Moreover,  the  key  generation  and management  process  
should  be  driven  by some  trusted  third party.    When the 
service provider supports multi-tenant audit logging, data 
stewards need to be immediately informed of all access to their 
sensitive data and provided a smart method to track that use.    
Dynamic, real-time, continuous monitoring is key  to  preventing  
large  data  compromises,  and  should  be  a requirement  where  
sensitive  data  is  stored.     The  customer should be getting a 
direct feed of that monitoring application to ensure the status of 
their data. 
 
3.8 Secure Sharing 
 
As  more  information  sharing  becomes  the  way  of  doing 
business,  cross-domain  information  transfer  becomes  more 
important.   The first part of this is an analysis that centers on the 
entity we need to protect.   The cyber-security of assets has to 
identify the components and boundaries of the domain it intends 
to protect.   This can be a system, a system of systems or 
an enterprise.   More precisely, the boundaries and interfaces 
have to be well defined to develop and execute a cyber-security 
plans sensitive  information  is  often  encrypted,  signals  
intelligence often  involves  the  use  of  cryptanalysis.  
However,  traffic analysis—the  study  of  who  is  signaling  
whom  and  in  what quantity—can often produce valuable 
information, even when the messages themselves cannot be 
decrypted.
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When  higher  sensitivity  data  is  transmitted  over  a  lower  
classification path, another encryption mechanism is employed  
to  offer  the  additional  protection.    The  system  of  systems  
controlling the  security of the  data  and  links  can determine,  
based on a priori knowledge, the type of encryption needed to  
enable  the  transaction.     The  DoD  has  been  working  with  
industry  and  academia  to  develop  a  more  flexible  Access  
Control model where a trusted automation would grant access to  
authenticated  users  through  an  approved  process.    Figure 5 
illustrates an interoperable ABAC process with Policy Decision 
Points (PDP)  and  Policy  Enforcement  Points  (PEP)  for  the 
Defense   Military   Data   Center   and   the   Global   Force 
Management Data Initiative.[7] 
 

 

Figure 5: Deploying ABAC in the Clouds [7] 
 
3.9 Mobility Analysis 
 
Mobility and cloud computing are two of the most  explored  
technologies in this decade.   The promise of lowered IT costs 
and flexibility to manage information remotely and on the move 
has given this trend a huge advantage.   When looking at a future 
with wideband wireless utilizing 4G and a cloud infrastructure, 
we are likely to see merging of telecom and IT budgets and 
emergence SaaS as the new IT delivery model for the home 
consumer market.   Alternatively we could see a trend change to 
a network-based delivery of applications or an IaaS. There is 
also an opinion that a model can emerge where communications 
service providers, mobile operators and even ISPs, providing 
Everything as a Service (EaaS). 
 

The  next  generation  mobile  processors  will  need  to  design 

security  management  capabilities  into  hardware  that  activate 

features on mobile devices to communicate in real time with 

cloud-based consoles and provide security capabilities such as 

tackling   malware,   authenticating   users   and   verifying   IP 

addresses,  and    authenticating  websites.    Mobile  security  is 

being thought of as one of the highest  value products to be 

offered in addition to power efficiency and connectivity. Since 

malware is usually stored in the software; because it's difficult 

for  hackers  to  get  under  the  OS  level,  security  needs  to  be 

incorporated  inside the hardware.    The trend  will lead  us to 

develop specialized security software and services that could be 

enabled through the hardware built inside chips. 

3.10 Securing the Enterprise Data 
 
Referencing the ESM Components shown in Figure 2, we can  
clearly conclude  that  the  migration  to  a  secure  cloud  would  
necessitate  that  these  services  get  wholly  adapted  to  give  
subscribers an acceptable level of security.    Today, we can’t  
legally  place  sensitive  data  on  a  system  that  has  not  been  
certified and accredited by an authorized agency.    Since the role  
of Identity and Access Management would be the gatekeeper to  
multi-organization data, we need to make sure that leaks are  
prevented  and  up-to-date  policy  and  system  protections  are  
enforced.   Making the Access Control process dynamic within  
the clouds is fueled by the concept of Risk Adaptable Access  
Control (RAdAC) is being investigated to enable smart access  
capabilities  to  smart  data. Dealing  with  sensitive  data,  
especially when we have multiple levels of sensitivity and user 
clearances  on  the  same  hardware  and  fabric  will  also  need 
reliable Meta-data plays which should be securely attached into 
the header of the data. 
 
3.11 Trust Anchors 
 
Cloud data encryption can only ensure security if we 
implement an effective key management architecture.   The full 
architecture will include private and public keys with a trusted 
management entity.    The implementation of a system in 
the cloud has its challenges  that  need  to  be  addressed  
to  mitigate  newly introduced threats due to wider access to 
the processors, system communications and delivery system. 
 
3.12  Measuring, Monitoring, and Reporting 
 
Measuring,  Continuous  Monitoring,  and  Reporting  (MCMR)  
have   two   primary   purposes:   operations   support   and 
planning/capacity support. The operational support  
characteristics  are  oriented  to  be  reactive  and  support  high  
system  availability.  Fault  and  performance  monitoring  are  
performed across the Cloud and application resources, with the  
emphasis on measuring and monitoring. The presentation layer  
(reporting) is Service Provider focused on status reporting with 
alerts  and  to  isolate  faults  as  they  present  themselves..  
The second purpose for monitoring is to provide planning 
support characteristics  including  historical  data  for  trend  
analysis/ capacity planning, and with an emphasis on reporting. 
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4.0 Future Analysis 

 

Several issues need to be considered including:  

How is a SLA enforced? 

How is a user of a data storage cloud assured their data is truly 
removed when they leave the cloud? 

What are the standards utilized by the provider? How is the 

service monitored? How are policies enforced?  

How cross-domain capabilities are provided to enable data 

sharing between organizations/domains? 

Protecting data below the software stack 

Risks to the clouds from Mobile users. 
 
5.0 CONCLUSION 
 
Today’s trend is accelerating to implement a Cloud computing 
environment to support the net-centricity, expose authoritative 
data sources, increase agility and reduce costs.   The Cloud will 
provide  a  commoditized  infrastructure  allowing  us  to  gain 
efficiencies  by  focusing  on  developing  granular  mission 
capabilities  that  leverage  common system  mechanisms  rather 
than  focusing  on  developing  infrastructures  to  support  large  
individual   systems.  Cloud   computing   will   support   
the Information Technology transformation to a new Service-
based model  based  on  a  Infrastructure  as  a  Service  
including Enterprise-Level  Security.     This  will  allow  us  to  
maintain heritage systems while at the same time migrating to 
Software as a Service (SaaS), Platforms as a Service, and 
Infrastructure as a Service (IaaS).   Security is critical; the Cloud 
needs to provide end-to-end security, from the user’s interface 
to data in transit, to the final service, application, or product, as 
well as protection and  assurance  of  all  assets.  We  have  
traditionally  built  our infrastructure to handle peak loads, 
which are occasional, and having them idle the rest of the time.   
Corporate cultures operate in a manner that creates inefficient 
workload density to the IT infrastructure; therefore we need to 
change the IT architecture model to a more efficient model that 
maps better to our business approach.  For  this  model  to  work,  
it  is  essential  to  have  a flexible and elastic scale-up-and-
down model where additional resources are made available 
either on demand or automatically to satisfy a pre-agreed upon 
QoS in a Service Level Agreement. 
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